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(54) METHOD AND APPARATUS FOR PREVENTING ILLEGAL COPYING AND ILLEGAL 
INSTALLATION OF INFORMATION ON OPTICAL RECORDING MEDIUM 



(57) In a recordtng/reproducir^ apparatus in which 
reproduction of in formation is earned out by using an 
optical recording medium, the physical characteristics of 
a ROM disK are extracted arxl endpher ed, and the result- 
ant dpners are recorded on the opticai disk. In order to 
reproduce the infer matwn, the physical characteristics 
obtained by dedphenng these ciphers and physical 
characteristics information detected from the ROM Cfisk 
are compared with each other. When they do not agree, 



the use of an illegally duplicated disk is inhibited by stop- 
ping the operation of the apparatus. A dupicated 
medium is detected by reproducing the phystoal charac- 
teristk» irrformation, which have been recorded in a 
magnetic recording layer (4) in an optk:ai recoidartg 
medium (2), by a magnetic head (8). and conparing this 
reproduced informatton with the informaJton detenrined 
by a physkal characteristk:s information detecting 
means. 
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Description 



BACKGROUND OF THE iNVgNTiON 



industrial AccJication Field 



The present in^&nicn relates to prevention of illegal copies of disc-like optical recording media and prevention of 
Illegal install of information into information processing systems or the like, and more particularly to a method and system 
for preventing recorded music en optica! disks, as well as projected images and various sorts of pro-ams. such as game 
softwares (softs) and computer softwares, from bang illegally copied and utilized without permission of the copyrighters. 
and further reiates to an optical recording medium incapable of copy 

Desciption of the Prior An 



In recent years, optical disks are widely being emptoyed in a -/ariety of fields. The opticai disks are generally classified 
into record-pcssibie RAM disks and record-impossibte ROM disks, while the manufacturing cost of the RAM disks is 
from five tinnes to ten limes that of the ROM disks. Accordingly, the ROM disks tend to be chief fy used in appfications 
that supply a large number of people with a large quantity of information, for eocanple, an el ectronk: pU3lk:ation applkstion 
and a mecSum cost-limited appBcatwn that sillies musk: softwares and projected image sof^fwe8. On the other hand, 
as obvkjus from CO-ROM game machines and CD-ROM corrtained personal corrputers, there is a need fbr a RAM 
functkjn being incorporated into the ROM disks, as an extension is more being made to interactive use. Home-use 
systems sekiom require a large RAM capacity, for which reason great interest is focused on the advent of a new medium 
concept capaWe of realizing the three conditions: a small capacity RAM function, a large capacity ROM functron and a 
low cost, (n addition, illegal duplicates of ROM disks such as CDs are recently put in the market so that the copyrighters 
suffer serious damage. Thus, a countermeasure has been needed for the di43ficate prevention. Moreover, a soft distri- 
bution method has come into wide spread use where a plurality of encrypted (enciphered) programs are incorporated 
into disks and decrypted (deciphered) through passwords, and for improving the security of the password there is a need 
for a different ID number being recorded in each ROM. 

One possible way to reafize this concept is that one magnetc recordBng layer is equipped on the rear surfece of a 
ROM disk, in whk;h case the fermatwn cost of the recording layer is less than one-tenth that of the ROM cSsk itsetf. thus 
realizing a partial RAM disk without greatly raising the cost of the ROM disk. Actuaify. as disclosed in Japanese Patent 
Laid-open Nos, 56-163536. 57^6446. 57- 212642. 2-179951. in terms of ROM disks such as CD-ROM not having a 
cartrrdge. there have already been proposed approaches wherein an optical recording section is provided on a front 
surface of a CO-ROM ar<j a magnetic recording section is added on the rear surface thereof. !n addition, Japanese 
Patent L^id-Ocen No. 60-70543 discloses an attempt to accomplish magnetic recording oy means of a combination of 
a disk wherein, like opticai disks of amciphous material, an optica! recording section, made of a non-magnetic material 
IS placed on rts surface and a magnetic recording layer is located on its rear surface and a magnetic head whk:h is 
equipped m a mechank:ai section facing the rear surface. 

On the other hand, fer !he duplicate prevention, only means is known which is made to manufacture a special disk 
through a special process, such as intentionally making a cut or openwork on the cfisk. so that difficulty is encountered 
to manufacture it without a special manufacturing apparatus. 

HoMvever. the afbresaki methods are merely based on a combination of a magnetw reconling sectwn and an op^ 
recordng section, while not containing the important requirements for definite realization of the ec^ipment at afl such 
as the ways of a^«»ding the .mutual interference between the opticai recording section and magnetic recording sectioa 
permitting access to magnate tracks with a simple arrangement, sharing a circuit protecting magnetk:alfy recorded 
information on media from the external environment inciuding magnetism and abrasion without the use of a cartridge 
compressing infcrmation to be recorded in a RAM area, acceieraHng the access, arxl cono-etely making out a physical 
track format. 

Furthermore, in the prior art axamoles. disclosure is hardly made in terms of the ways of realizing a home-use partial 
RAM disk in a concrete form, such as tne method of mass-producing media at a low cost, which is important in realizatwn 
of the media, and the method of making the media conformable with the CD stardards. Therefore, there remains a 
problem which arises 'wrth the corvertional examples in that dfTiculty is experienced in concrete reafization of media 
and systems capable of home use. 

SUMMARY OF THE INVPNTtpi^ 

The preset nverticn fee aiimiraring above -described problems, and it is therefore a first object of the present 
invention to provide a mer.oc. system arc medium which can realize a ROM type partial RAM disk and system without 
the use of a cartrdge -ike a CD- ROM 
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A second cb|ect of this invention is to provide a duplicate-preventing disk and system capable of prevefrting illegai 
duplicate tfirough a way suc^ as changing the physical an-angement of addresses, but not through the special method 
proposed neretofore. 

For acnteving these purposes according to this invention, when an optical disk enters in a manufecturing step, first 

5 physical feature irrformation indicative of a physical feature inchjding at least a two-dimensional pit arrangement or pit 
configuration is encrypted arxl ccticaily cr magnetically written in advance in such a manner as being distinguishabia 
from the main infornriation to be recorded in the optical disk, before, i.e.. when being in reproduction, read out to be 
deciphered. At this reproductjon. a physical feature of the optical disk is acWitionaily measured to obtain second physk;al 
feature information. The seccrxl physical feature information is checked (collated) with the first physical feature informa- 

70 tion so as to make a decision as :o whether or not a specific relationship is present therebetween. When the second 
physical feature informaticn is no: in Hie specific relatran to the first physical feature infornration. the operation of a specif c 
program read out from the optical disk is made to stop, the reading-out of the information is designed to stop afterwards, 
or a given process of the read infcrmatkxi by a signal processing means is adapted to stop. 

That is. according to tits irvention. there is provided an infornration reproducing system comprising means (17) for 

rf rctationally driving a disc-like optical recorcing medium (2) wherein information is recorded in the form of pits, an optical 
head (6) for reading out the recorded information from the optical recording medium, head-moving means (23) for ntaking 
the optica] head movable radially cf ihe optical recording medium, and signal processing means for processing the 
irrformation read out through the optical head, wtiich system ts characterised by including: 

first physical information detecting nneans (743, 38. 665) for detecting on the t^sis of information read out through 

20 the optical head or a magnetic head first physical feature information (532) which is representative of a physical feature 
including at least a two-d'mensfonal pit arrangemertt or pit configu'ation on the optical recording medium and wtvch is 
encrypted and recorded at manufacturing of the optical recording mecfium; 

decryption means (534) for decrypting the first physical feature information; 

means (17a, 6. 38, 703a) for measuring a physical feature of the optical recording medium to obtain second 
25 physical feature information; 

check means (535) for checking the second physical feature information with the first physical feature information 
to make a decision as to whether or not bcth are in a specific relation to each other; and 

control means (7t 7. 665) for, when Jie check nreans decides that the secorxl physical feature informatfon ts not 
in the specific relation to the first physical featu'e irrformation. stopping the operation of a speciffo program read out from 
30 the optical recording medium, for stoppirtg the read'ng-out of information from the optical recording mediun afterwards, 
or for stopping a given orocess cf irrfornrtation, read out from the optical recording medium^ the given process being 
practiced by the signal processing means. 

Moreover, according :o this irverrtkDr. there is provided an information recording system which is characterised by 
comprising: 

35 encryption means (537) 'o^' anaypting, using a one direction function, first physical feature information (532) 

indicative of a physical 'eature including a* least a two-dimensional pit arrangement or pit configuration on a disc-like 
optical recording medium: and 

recordrtg means (37. 6, 23, 24. 1 7. 26. 10) for recording the encrypted first physical feature information on the 
optical recording medium or an or'ginat record therefor so that the encrypted first physical feature ir^rmation is distin- 

^0 guishable from main infomaticn to be recorded on the optical recording medium. 

In addition, according to this inverrtion. there is provided a method of manufacturing a disc-like optical recording 
medium, which comprises the steps cf: 

recognizing first physical feature information (532) representative of a physical feature at least incfudbig a two- 
dimensional pit arrangement or a pit configuration on the disc-like optical reconcfing medium; 

45 enaypting the first physical feature irrformation by using a one direction function; and 

recording the encr/pted first physical feature irrformation on the optical recording medium or an original record 
therefor so that the erxrrypted first pnysicai feature irrformation is distingtishable from main information to be recorded 
on the optical recording medium. 

Furthermore, accordirtg to this invention, there is provided a disc-like optical recording medium 'Miich is manufec- 

sc tured through the steps of recognizing first physical featijre information (532) representative of a physical feature at least 
including a two-dimensicral pit arrangement or a pit configuration on the dtsc*like optical recording medium, encrypting 
the first physical feature information by using a one directfon function; and recording the encrypted fiist physical feature 
informatfon on the optfoai recording medium or an original record therefor so that the encrypted first physical feature 
informatfon is dstinguishabie from .rain information to be recorded on the optical recording medium. 

55 Still further, there is provided a method of preventing an illegal copy of a disc-iike optical recordirtg medium or of 
preventing an illegal insta;! of infcrr'ation on the disc-like optical recording medium, whfoh comprises the steps of detect- 
ing on :he basis of infcrrraaon -eac rut from the optical recording medium first physical feature information (532) which 
is representative or a pryscal fear-re including at least a two-dimensional pit arrangement or pit ccnfiguraticn on the 
optical recording medium and whicn s encrypted arxl recorded by using a one direction functfon at nwiufacturing of 
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the optical recorcfing medium; 

decrypting the first physical feature information; 

measuring a physical feature of the optical recording medium to obtain second physical feature information; 

checking the second physical feature intormation with the first physical feature information to make a decision as 
5 to whether or not both are in a specific relation to each other; and 

when the check step decides that the second physical feature information is not in the specrf ic relation to the first 
physical feature information, stoppirrg the operation of a spoctfic program read out from the optical recording mediun. 
stopping the reading-out of infomnation from the optkaU recording medium aftenwards, or stopping a given process of 
information, read out from the optical reccrdtrrg medium, the given process being practiced by signal processing means, 
tc Moreover, there is provided a method of preventing an Olegal copy of a disc-like optical recording medimi or of 
preventing an illegal install of information on the disc-like optical recording medium, which comprises the steps of: 

detecting first physical feature infomration (532) from the optical recording medium, the first physical feature 
information being indicative of a physicaf feature at least inducfing a two-dimensional pit arrangement or a pit configu- 
ration on the optical recording medium, encrypted using a one directwn function and recorded on the optical recording 
rs medium or an original record therefor so as to be dsttnguishabie from n^in information to be recorded on the optical 
recorcfing medium: 

decrypting the first physical feature irrfbrmation; 

measuring a physical feature of the opticaJ recorcfing ntedium to obtain a second physical feature information; 

chedang the second physical feati^eiriforniatton with me ftrst physical featueinlorr^^ 
20 to whether ornot both are in aspeoTic relation to each other; and 

when the check sAep deckles that the second physical featuetnfbrniaticn is no^ 
physical feature information^ stoppir^g the operation of a spedfic program read out from the optical recording mediiin, 
stopping the reading-out of information from the opUcal recofding medium aftenAards, or stopping a given process of 
irrformation. read out from the optical recording medum. the given process being practiced t)y signal processing means. 
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Contents of This Specification 

This specification contains detailed descriptions of many embodiments, and a table of ttie brief contents thereof is 
herein apperxjed as JcHcws. 
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3RIEF DESCRIPTICN OF THE DRAWINGS 

Fig. 1 is a Week dagram showing a mastering c^jparatus tor a record system according to a preferred second 
embodiment of this inventiofl; 

Rg. 2A is an illustration of variatkjn of linear velocity with time at reconling in the second efrtxxftment; 

Rg, 28 is an illustration of address locattonswi an optical disk at 1.2 nVs in the second embodiment: 

Rg. 2C is an illustration of address focations on an optical disk at 1.2 m/s -^1.4 m/s; 

Rg. 3A is an illustration of a physkal arrangement of adc^esses of a legal CO in the second embodiment; 

Rg. 38 is an illustration of a ohysicai arrangement of addresses of an illegaify duplicated CD in the second errtxxi- 

iment; 

Rg. 4(a) is an illustration of the relatkinship between rotational pulses far a disk and time in the second embodiment: 

Rg. 4(b) is an yiustraticn of the relalionship between a physical position signal and time in the second embodiment; 

Rg. 4(c) is an illustration of the relationship between address" infefmalion and time; 

Rg. 5 is an illustration tor descrtoing a duplicate pr ewtting principle tor a CD in the second embodknent; 

Rg. 6 is a block cfiagram showing a recording and reproducing system according to the second arrtxxfiment; 

Rg. 7 is a flow chart tor check of an inegalty duplicated disk in the second eni>o(fiment: 

Rg. 8A is a process illustratksn of a CD with an ID number recorded tn a fo^st emtiodiment; 

Rg. 88 is an illustration of an prcxess for a prior art CD; 

Rg. 9A is a top view of a magnetang device in the first embodiment; 

Rg. 98 is a sice eievational view showing a magnetizing device in the second embodimem: 

Rg. 90 is an enlarged side elevatkjnal view showing the magnetizing device in the secorxl en^odiment; 

Frg. 90 is a Wock diagram showir>g the magnetizing device in the second embodiment: 

Rg. 1 0 is an illustration of the principle of ID nvrrter input in the first cfrtjodiment: 
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Fig. n A s an illustration of the relationship between a linear veloaty and lime at a constant linear velocity in the 
second efrcodiment: 

Fig. n 3 is an illustrarion cf T-e relationship between a linear velocity and time at variation of the linear veiocity in 
the seco r-d embodirrent; 

Fig. 1 t C is an illustratcn of a crysicai arrangement of adaresses at a constant linear velocity in the second errtood- 
iment; 

Fig. T 1 0 s an illustration of a pi-.ysicaj an-angement of addresses at variation of the linear velocity in the second 
embodiment: 

Fig. 1 2A is a cross-secional view of a legal original record in the second errtxxliment; 

Fig. 1 23 is a cross-sectional view showing a legally formed disk in the second embodiment; 

Fig, 12C is a Cfoss-sectionai viw shewing an illegally dupScated original record in the second embodiment; 

Fig. 12D is a cress -sectional view shewing an illegally duoBcated formed disk in the second embodimem: 

Fig. 13 s 3 block diagram sr.cw\nq a CD fabricating device and recording and reproducing system in the second 

embodiment; 

Fig. 1 4 is a flow char: cf the second embodiment; 

Fig. 1 5 an illustration cf an adcress arrangement on a disk original record in the second, fourth and seventh entxxJ- 
imerts; 

Fig. 1 6 is a dock diagram shoving a recordng and reproducing system in the second efrt^odiment: 

Rg. 1 7A is a cross-sectional view showing an illegal disk in a third ertxdimert: 

Fig. T 78 is a cross-sectronai view showng a legal disk in the third errtxxlimefTt;* 

Fig. 1 7C is an illustration of a waveform of an optical regenerative signal in the third embocfiment; 

Fig. 1 7D is an illustratjon of a digitaJ signal in the third entjodiment; 

Fig. 1 7E is an illustration of an ervetope wavetonm in the third enrbodiment; 

Fig. 1 7F is an illustraticn o^ a digital waveform in ttie third embodiment; 

Fig. 1 7G is an illustraticn of a waveform of a detection signal in the third eiTtxxJimerrt; 

Fig. ^ 3 illustrates a disk physkral an-angement table in the third errtxxBment; 

Fig. 1 9A is an illustration of an adcress arrangement on an optical dsk which is not in an eccentric concfitton. in the 
third embodimerrt; 

Fig. 1 98 is an illustration of an address arrangement of an optical disk which is in an eccentric conditkyi, in the third 
embodiment: 

Fig. 20 A is an illustraticn of tracking displacement of a legal disk in the tHrd embodiment; 

Fig. 208 is an illustraticn of tracking displacement of an illegally duplicated disk in the third embodiment; 

Fig. 2 i A shows an acdress .An n the third embodiment: 

Fig. 2^ 3 illustrates ar angle Zn -r the 'Jiird embodiment; 

Fig. 21 C shows an tracking disc^acement Tn in the third embodiment; 

Fig. 2:0 illustrates a depth Cr In the third embodiment: 

Fig. 22 is iilustrative cf a laser ourut pi: depth and regenerative signal in the third ertodiment: 

Fig. 23 is illustrative of a dtpiicate preventing effect relating to each original record fabricating apparatus in the 

second artd third embodiments; 

Fig. 24 is a block diagram showing an original record fabricatinQ apparatus in the secord and third embodknents; 
Fig. 25 is a bkxk diagram showing an original reccnd fabricating apparatus in the second arxl third enOodBTiems; 
Rg. 26 is a block diagram showing an original record fabricating apparatus in the secortl and third embodknents; 
Fig. 27 s a Wock diagram showing an original record fabricating apparatus in the secorxl and third embodffnent^' 
Fig. 23 is a bock diagram showing an original record febricating apparatus in the secorxJ and third emboftDents- 
Fig. 29 is a biockdiagram wholly snowing an original record fabricating system in the second and thlid embodiments: 
Fig. 30A is an illustration of a waveform of a laser output in the third embodiment 
Fig. 308 is an Ilustraticn of a wavefanrt of a laser output in the third embodiment; 
Fig. 30C is a cross-sectwnal view showing a sil>strate in the third embodiment; 
Rg. 30D is a c.'oss-sectwnal view showing a substrate in the third embodiment: 
Rg. 30E is a cross-sectionaJ view showing a fbnned disk in the third errtxxiiment; 

Rg. 31 is an iilustratwn of the reiaticnship between an laser recordng output and regenerative signal in the trtrd 
embodiment: 

Rg. 32 is illustrative cf a process fcr an original recording ISabrication in the third errtxxiimenl; 
Rg. 33 A is a tcp view showing a iabricated original record in the third entjodiment; 

Fig. 338 is a transverse :ro6s-sect:onal view showing a press die for an original record in the third embodiment 
Rg. 34 illustrates a process for ar original record fabrication in the third embodiment: 
Rg. 35A is a :cp view srcwing a tacricated original record in the third an^xxliment; 

Fig. 358 IS a transverse cress -sectcnai view showing an original record and press die in the third errtxxliment; 
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Fig. 36 is a f tow chart shewing a process for fabricating an original reccwd and for manufacturing a recording medium 
in the third embodiment; 

Fig. 37 is a flow chart showing a cisk check method in the third embodiment: 
Fig. 33 :s a Week diagram shcwjrg :iisk fcrmation in the third embodiment; 

Fig. 39 is a Week diagram srcwirg a low-reflection portion position detecting section in the third errtoodimerrt; 
Rg. 40 is a biock diagram shewing a recording and reproducing system in the third embodiment; 
Fig. 4-1 A is a top view of a disk n a fourth embodiment: 
Rg. 41 8 is a top view of a disk in the first embodiment: 
Fig. 41 C is a top view of a disk in the first embodiment; 

Fig. 41 0 is a transverse cross-sectk^nai view showing a disk in the first embodiment 
Rg. 41 E is an illustration cf a waveform of a regenerative signal in the first embodiment 

Fig. 42 illustrates a principle ior ocsition detection of an address arxj clock of a low-reflection portion in a fourth 
embodiment; 

Fig. 43 is an illustration cf corrpariscn detween low-reflection portion address tables of a legal disk anti dtpficaied 
disk in the fourth embodiment: 

Fig. 44 is a flow Chan showing a disk check u^ng a one cfirection function in the secortd. third and fourth errd^odi- 
ments; 

Fig. 45 is an illustration of coordinate pcsrtfons of original records in the second embodmern: 

Rg. 46 is a flow chart of a tow-ref lectin positfon detection program in the fourth enrtiodtment; 

Rg. 47 is a fksw tllustratfon of a •Ttanufacturing method of a fow-reflection portion in the fourth embodkifent; 

Rg. 48 is a flow illustration of a manutacturing m^hod of a tow-reflectfon portion in the fourth embodiment 

Rg. 49 is a flow illustration of a manufacturing method of a low-reflection portion in the fourth embodiment 

Rg. 50 is a f tow illustratfon cf a .Tanufacturing method of a tow-reflectfon portion in the fourth embodiment 

Fig. 51 is a top view showing a disk in the fourth embocfiment; 

Fig. 52 shows a data structure of a master cipher in a six embodiment; 

Rg. 53 is an illustration of physkal formation in the six embodiment; 

Fig. 54 is an illustration of a prindpte for duplicate detectfon by an error CP code in a fifth embodimefrt; 

Rg. 55 is an illustration of a princde for dupficate detection by an EFM patent code in a fifth embodiment; 

Rg. 56 is an illustration of a duplicate preventing EFM conversion table in the fifth embodiment; 

Fig. 57 is a f tow chart showing a selection method of a pluTcdrty of sub-oipher encoders in the sixth embodiment; 

Rg. 58 is aftow chart showing an irtstall allowing method in the sixth embodiment; 

Fig. 59 is a principie illustration cf a disk based on a dMpficate preventing method using an optical mark in the fyst 
efTTbodiment: 

Fig. 60 shows a manufacturing orocess of a iow-reflectfon portion of an optk^aJ disk in a seventh embodiment; 
Rg. 51 Illustrates a rranufactur rg process of first and second low-reflection portions in the severnh ennbodiment; 
Fig. S2A is a oiock ciagram shewing a recording and reproducing system based on an off -track method in an eighth 
embodiment; 

Fig. 62B is an illustration of :rack:rg in an on-track condition accorcSng to an off-track method in the eighth embod- 
iment; 

Fig. 62C is an illustration of tracking in an off-track condftion due to an off*track method in the eighth embocfiment; 
Rg. 63 is an princ'ple illustration cf a duplicate preventing method based on a combination of an arrangennent angle 
detecting method and an off*track signal method in the eighth embodiment: 

Rg. 64A is a top view showing a foreign materiaJ arrangement on a label surface of a CO in a ninth embodiment; 
Rg. 64B shows a displaying state of a CD in a display sectkin in ihe ninth embodimerrt; 
Fig. 65 illustrates a displaying state state of an error message in a display sectfon in the rinth embodiment: 
Fig. 66 is a f tow chart showing a cleaning dsplay in the nirtth embodimerrt; 

Rg. 67 is an illustration of a marufacfiuhng process of a bar code due to cutting in the severtth embodimerrt; 

Fig. 68 is an illustration of a manufacturing process of first and second reflection filnns in the seventh embodimert; 

Rg. 69 is a block diagram shewing a ma^etic recorcSr^ system in an eleverrth embodimerrt; 

Rg. 70 is a ftow chart showing an operation of the eleventh embodVnerrt; 

Fig. 71 is a ftow chart showing an operation of the eleverrth ambodtmerrt: 

Rg. 72 is a ftow chart showing an operation of the eleventh embodiment; 

Rg. 73 is a ftow chart showing an operation of the eleventh embodiment; 

Fig. 74 is a ftow chart showing an operation of the eleventh embodiment; 

Fig. 75 is a ftow chart showing an operation of the eleventh embodimerrt: 

Fig. 76 is an iilustration of a data -iierarcNcai structure of a ROM section and RAM section ol an optical disk in the 
eleventh embodiment: 

Fig. 77 IS a ^ock diagram shcwrg an image encoding section in an twelfth embodiment: 
Fig. 78 is a bkxk diagram showirg an image compressing encoder in the twelfth embodimem; 
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Fig. 79 is a flow chart showing an operation of the twelfth embodiment; 
Frg. 30 is a flow chart showing an install program in the first enrrtxxJiment; 
Fig. 31 is an illustration of display on a screen tn the first embodiment: 

Rg. 32 ts a block diagram showing a reconSng and reproducing system according to the first embodimerrt; 
3 Rg. 33 is a flow chart showing ercryption in a thirteenth embocfiment; 

Rg. 34 is a flew chart showing a main dpher in the thirteenth embodiment; 

Rg. 35 is a flow chart showing a reflecting film recordir^g routine in the thirteenth embodiment; 

Rg. 36 is a flow chart at disk reproduction in the thirteerr^ embocfiment: 

Rg. 37 is a flow chart showing a decryption in the thirteenth embodiment; 
rc Rg. 38A is a btock diagram showing a mastering apparatus in a fbtrteerrth embodtfrient; 

Rg. 388 is a block diagram showing a mastering apparatus in a fourteenth emtjodiment; 

Rg. 39 is a flow chart showing forn^on of an original record in the fourteenth embodiment; 

Rg. 90 s a biock diagram shoving an irTfcrmation processing unit in the fourteenth embodimefrt; 

Rg. 91 is a flow chart at informatcn reproductfon in the fourteenth embocfiment; 
rs Rg. 92 shows a reproduction principle of an in-phase signal in the eighth embodiment: 

Rg. 93A is illustrative of the principle of a two-point coincidence system in the eighth embocfiment 

Rg. 338 is iilustrativd of the principle of a three-point coinddenca system in the eighth errtxxiiment; 

Rg. 94. s illustrative of four-point coindcience system in the eighth errixxiiment: 

Rg. 95 is a first flow chart in the thirteenth errbodiment 
20 Rg. 96 (S a second flow chart in the thirteenth embodiment; and 

Rg. 97 is a top view showing a seccxxi fowtr-reflectfon portkxi in the seventh embcxliment 
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DETAILED DESCRIPTION QF PPEFERRED gMBQDIMEf^S 

A descr pticn will be made hereinbeiw i n terms of the emlDodiments of this invention. This invention invoJves various 
en^Dcdimertts relating to an infornnation recording system, information reproducing system, manufacturing method of an 
optical rscorcSng medium and optical recorcSng medium which can reaSze a method and system for the preverrtion of 
illegal copy of an optical reoorcfing medium and illegal install of infer nation on an optical recording medium. An original 
record fabricating apparatus, so-called mastering apparatus, for fabricating opticaJ disks rs onduded in the information 
recofcfing system, and a reproducinQ apparatus such as a CO (4ive general users employ is included in the information 
reproducing systen^ In addition, a system such as a photo-magnetic recording type n^'<fi8k (MD) reproduciale and 
recordable at the user side is de6crt>ed as a reoorvfirrg and reproducing system, while the "recording' is different from 
the "recording* at fabrication of the ongtrrai record. 

The toflCMnng tattle shows the conterrts of the embodments and the correspondng figures. 

Rrst Embodment 

Contents : A m etf^od of prgventffig a software from being ill egally installed with a pirate edition pf everrting system accorcl- 
ing to this invention incorporated. 
Figure ; Frg. 59 

Second Embodment 

Contents : A b€isic concept of a pirate edition preverrting system according to ths inverrtion which uses, as first physical 
feature information, arrangemerrt angle irrformation of coordnate arrangements of pits for a specific signal on a recording 
medium. 

Figure : Figs. i . 5 
Third Embodiment 

Contents : A method for employing, as first physical feature informatiort, the information on a trackir>g quantity and pit 
depth on a recording medium. 
Rgura : Rgs. 13, 16, 20 

Fourth Embodin>erTt 

Conterrts : A recording method by a second low-reflection section. 

1. A method wherein a second tew-ref lection section is used as first physical feature information in the second 
embodimerrt 

2. A method of recording a first cpher with a plurality of secorxf (ow-reflection sections being set on the basis of a 
nxxlulaled sigrml on an optical recording medium. 

Figure : Figs 38 to 40 

Fifth Embodment 
Contents : 

1 A method wherein an enor signal is used as the first physical feature irrformation in the second errixxiiment 
2. A method wherein a special (EFM) code is used as thef irst physical feature information in the secord errtoodimenl. 
Figure : Rgs. 54 to 56 
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Sixth Embodiment 

Contents : A methcxj of limrtrng the install with encryption is made by a combination of the first physical feature infor mation 
arK3 a sub-cipher number. 
Figure ; Fig. 58 

Seventh Embodiment 

Contents : Another data recording system and producing method for a second tow-r erflection section, which is different 
from the fourth embodiment 
Figure : Fig. 60 

EicfTth Embodiment 

Contents : A method whereffi an arrangement state of inphase pits is employed as the first physical feature in the second 
embocfiment (three-point ooinddence system), 
Frgure : F»gs. 60 to 63, 92, 94 

Ninth Embodiff^ 

Contertts : A method of detecting dust which exists in a farst cipher recoiding area, and a method of display trxi the position 
of the dustt 
Figure : F»g. 64 

Tenth Embodiment 

Contents : A method wherein an offset voltage signal is employed as the first physical feature information in the secorxl 

embocfiment 

Ftgura : Rg. 31 

Eteventti Embocfiment 

Contents : A method of stopping the operation of an illegal copy program. 
Rgure ; Figs. 69. 770 to 74 

Twelfth Embodiment 

Contents : A method of preventing a scraniDle from being released at i (legal use with the first physical feature information 
and a scrambe key being encrypted by a one drection functioa 
Rgure : Figs. 77 to 79 

Thirteerrth Embodtment 

Comems : 

T. A method of providing a phirafty of cipher decoders on a ROM. 

2. A method of using an afl^c function as the one cfirection function in the second en*od»nent 
Ftgure : Ftgs. 83. 86 

Fourteenth Emtxxfiment 

Contents : A method of fabricating an onginaJ record wherein recording is rrade from the outer drcwnferentiaJ portion 
to the inner circumferential p)ortion» the first physical feature information is measured and the VtrsX cipher is recorded at 
the inner drcumfererrtial portion. 
Rgure : Rgs. 88, 89 



17 



EP 0 706 1 74 A1 

[First Errbodiment] 

Th9 'irst embodiment relates to a systerr; ={r>d method for the prevention of illegal duplication from a CO or CD-ROM 
or illegal copy of a program on a CD-ROM to more than the legal number of personal computers. First, a detailed 

5 description wiw oe made in terms of a metl^od of releasing a key (unlocking) to execute a specrf ic program recorded on 
an optical disk such as a CC-ROM which ccntairs a number of progranrTs keys such as passwords. Since a CO as shown 
in Fig. 59 emiptoys a disk copy preventing (protection) method according to this irwention which will be described here- 
inafter with reference to Figs. 70 to 72. difficuity is encountered to duplicate the CD. In addition, on an optica! mark 
section 387 there is recorded an ID Nurrijer which is different at every disk. This ID number is read through an optical 

fc sensor 386 comprising a light-emitting section 389a artd a light-receiving section 389b to obtain, for example, data 
'20431 200 r which in turn, is inputted into a disk ID number (OPT) item of a key managing tabie 404 in a memory of a 
reading CPU. Aithcugh this method is usually effectiva there is a possibility that an illegally duplicating traders concerned 
make the dupiicaiion by means of a printing machine. Moreover, in order to improve the duplication preventing effect, 
an extremely high He section 401 such as a 40000e material made of barium ferrite is provided so as to magnetically 

rs record the magnetic ID Number (Mag) data '205162' in the factory This data is reproducible with a common magnetic 
head, and the reproduced data is put in the disk ID number (Mag) item of the key managing table 404. 

As shown in Fig. 8A which is an iBustration of a process to record an ID number, the employment of a magnetizing 
device 540 as shown in Figs. 9A to 90 permits the time requred for the process to record the ID number on a recording 
medium 2 to become below 1 second. This nrtagnetizing desnce 540 has a rirrg-like cor^fguratk>n as shown in Ra 9A 

20 and has a pluraUty of rr^gnetizing pdss 542a to 542f as iSustrated in Figs. 90 arxi 9D whdch are enlarged views. coHs 
545a to 545f beir^ wound around the n^gnettzing poles 542a to 542f. respectively. This plurality of magnetizing poles 
542a to 542f are some of the whole mtagnetiztng poles, and all the magr^izing poles are approximately 100 in number, 
for example. The current from a magnetizing current generator 543 flows through a current direction switching device 
544 so that cun-ents flowing in preset directiors advance into the coils 545a to 545f. thus allowing the magnetization to 

25 be accomplished in a desired direction at ever/ pole. Fig. 9D shows an example that the magnetizing directions are set 
to establish 3. N. S, S, N, S poles from die left side, in this case, on a magnetic recording layer 3 there are in an instant 
formed magneticalty recorded signals in the directions indicated by aaows 51 a* 51 b, 5 1 c and 51 d. It is possible to record 
the signals even on a high He magnetic material such as a 40000e material. Accordingly, the time needed fro the process 
shown in Rg. 3A is substantially equal to that tor a conventional process shown in Fig. SB, with no lertgthened time for 

3G the production of a CO. 

In a method wherein an ID nunnber is magneticalty recorded through a nr^gnetic head while the recording medium 
2 rotates, the time required Jor the start-up of rotation of the medium 2. several turns of the medium and the stopping 
of the rotation is several seconds. For this reason, there is a problem in that diff iculty is eitperienced to introduce it to a 
CD mass production process, in which the processing time for giving the ID number is approximately 1 second, without 

3c Changing the flew of the process 

In Fig. 3A whici is the illustration of the process for giving an ID number, the employment of the magnetizing de/ice 
540 illustrated in Figs. 9A tc 90 allows the orocess time tor recording the ID number on the medium 2 to be less than 1 
second, with the result that this is more suitable fior a process which has a tast through put The recording operation of 
the magnetizing device 540 is as fdlows. That is. as described above the current direction switching device 544 permits 

4C currerrts to flow into the coils 545a to 545f in desired directions, which achieves arbitrary ntagnetiztng directions. Since 
the Rgs. 9A to 90 magnetiring devrce 540 allows tfie flows of the currents to the respective coils 545a to 545f in set 
directions, it is possible to obtain a set magnetizing direction to make a different pattern at e^ery disk. In Rg. 90. the 
n^gnetizing directions are set to make a pattern of S. N. S. S. N. S poles from the left side, in which case the n^gnettc 
recording layer 3 instantaneously has the magnetically recorded signals on its specific track in the arrow 5 la. 51b. 51c, 

45 5id directions tor several milliseccnds. Accepting a large current, magnetizing devices make it possble to accomplish 
the recording even on a high He magnetic material such as 40000e. Accordingly, as illustrated in Rg. 8A the operating 
time for the recording the 10 number is approxmately the same as that in the prior Fig. 38 process and. hence, the CO 
production is possible without changing the flow of the process at ail. In addition, in the case of the use of the magnetizing 
device 540. since the ID number can magnetically be recorded with no relation of the medium 2. it is possible to reduce 

so the through put in the process, as well as to accomplish the accurate printing in the printing process after the recording 
of the ID rtumoer of the Rg! dA because of no rotatfon of the medium 2. At present, a magnetk: head is commerctaDy 
available which permits the recording on a magnetic recording layer whose He is about 27000e. Thus, when He is low, 
there arises a probiem in that the revision of the ID number is possible. On the other hand, the magnetizing device 540 
generally generates a strong magnetic Mekl. whtich aitows the magnetic recording layer 3 having as high He as 40000e 

55 to permit the recorcSngotthelD number, thereby eliminating such a problem. In the case where the ID number is recorded 
in a specific 5ack cf the high He magnetic recording layer 3. since the ID number of this medium is not rewritable. I.e., 
can not be revised, through a usually available magnetic head 3. it is possible to ensure a higher degree of security for 
the password 'elatec to the !0 .lumber of the medium. 
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Furthermore, according to this invention, as illustrated in Rg. 10. a mixer 547 mixes a sigrtaJ from a unique ID number 
generator 546 with the ciata on a onysical ccrrfiguration table (the first physical feature infer rriation) 532 of a disk so as 
to maka difficult the secaraticn ^^erebetv^ean if there is no key, the mixture signal, together with a separation key, being 
fed to an encrypting device 53 ^ and the resulting cipher 533 being recorded on a magnetic recording track 67 in a 

5 magnetic recording area of a cisk arter the formation process for the disk or recorded on an optical recording track 65 
in the original record formation process. The magnetic recording track 67 and optical recording track 65 are provided in 
an area drtferent from the main information recordirig area. For instance, they are placed at an inner circumferential 
section or outer circumferential section cf the disK and for the magnetic track 67. they may be located on the surface 
opposite to the optical recording layer surface The aforesaid physical configuration table 532 will sometimes be described 

TO as a physical arrangement tab*e :n the recording and reproducing system 1 sWe. a c^her decoder 543 decrypts the 
cipher and a separation device 549 separates the ID nurrtoer 550 from the disk physical anangement table 532 by mearrs 
of the separation key tc check trss llegal disk according to the illegal disk check method according to this invention, 
which will oe described iater wnh reference to Figs. 70 to 7: . thereby stopping the operation of the illegal disk. 

In the case of the F*g. 10 method, the cipher (f s-st cipher) 538 to be recorded on the magnetic recording track 67 is 

rs based on the mixture signal of the ID number aeated by the unique ID number generator 546 and the disk physicaJ 
arrangement table, thus being different at every disk. As a matter of course, this disk employs the illegal duplication 
preventing method according to this invention which will be described later witii reference to Figs. 5 and 7, whereby the 
illegal duplication traders concerned can not illegally duplicate the optical recording section of a CD. Accordingly, 
if taking one sheet of normal cfisk to try to illegally uee the legal disk a person can not illegaJty uee it except for the re^^ieion 

20 of its ID nimber. If there is a disk fabricated on the basis of an original record conresponding to a disk whose pasmord 
is known, the fabrication cf the same disk is poss2^e with the same first cpher being recorded in the magnetic recoiding 
section. This means that the employment of the password causes the illegal use. If the first cipher of the disk physical 
arrangement t^le arxj the ID cipner of the ID number are recorded separately, the same first cipher of the physical 
arrangement table is recorded on the magnetic recording layers of all the disks due to the same original record, whereby 

25 people can readily find that it is a disk due to the same original record. For this reason, when the ID cipher of the ID 
number is rewritten with the !D cipher of the ID number whose password is known, there is a possibility that the illegal 
use easily take place. However. According to the Fig. 1 0 method, a plurality of different original records are present with 
respect to one title, arxi further, even if the disks are fabricated through the same origrtal record, the first cipher is entirely 
different at every disk, wnich makes it difficult to recognize from the first cipher that two disks are due to the same original 

3Q record. 

Rrst, a desaiption will be made in terms of the principle of making it difficult to find, on the basis of the first cipher, 
a disk fabricated by the same cnginai record. Although many pieces of first physical feature information of the original 
record are detectable, the recorcirg capacity of the disk 2 shews limitation. Moreover, even if first physical feature infbr- 
malicn recuiring a large capacity are recorded, the decryption may take much time. The time allowed for the decryption 

Jf is approximately ^ second, thus iimting the data quantity of the first cipher. For this reason, actually the first physical 
feature information cf the disk results in oeing obtained by the selection of a portion from the first physical feature infor- 
mattcn obtained. That is. the first .onysical feature irrfcrmation is obtainable by the selealon of one from a mimber of 
selective values. In this illustration, the selective value is changed at every disk by a physical information selecting mearts 
532a shovwi in Fig. 10. Therefore, even if the disks are due to the same original record, each of the disks has a differerrt 

40 first physical feature irHbrmaticn so that the first ciphers are cfifferent from each otiier. 

As descrbed above, some original records are usually faiixicated in terms of one software, and each of the disks 
has a different first psychical feature information. From the above, the probability that the disks has the same f erst cipher 
becomes extremely low. thereby rraking it irrpossibie to find a disk due to the same original record even if the first dpher 
data is available. Rnding :t requires tie measurement ol the physical feature information of the disk. Thus, it is drfTicult 

^ for a general user to find a disk due to the same original record. 

Furtiiermore, according to this invention, asdescribed with reference to Rg. 10, the first physical feature information 
and different ID number given at every disk are enciphered together. Accordingly, even if a disk whose decryption pass* 
word is known is obtained to replace the first cipher of this disk with the first cipher of another disK its operation stops 
by means of the pirate edition preventing program except thai the first physical feature infbrn^tion, i.e.. tiie original 

so record, is not the same. Therefore, it does net operate at all. In the Fig. 10 method, since difficulty is encountered to find 
a disk tabricated by the same original record, the general users can not almost do the revision of the ID. thus preverrtino 
the general users from doing the illegal use. There is no way except that the information on the disk physical arrangement 
table 532 are read out from the whole area of the disk so as to check as to whetiier or not the same original record is 
used. For checking all the data on '^e ackjress. angular arrangement, tracking, pit depth and error rate, the time is also 

55 required for confirmation. .Acccrcingly. it .s difficult for the illegal duplication traders concerned to find a disk tabricated 
by an original record wrtcn produced a disk such as a CO wnose password is known, which makes it difficult that the 
illegal duciication traders corcemed rgvises the 10 number 

A concrete procedure wiil :her, descrtced with reference to a How chart of Fig. 80. Fig. 59 is a block diagram of 
the whole including a CPU 565 anc 3 magnetic recording and reproducing means, the operations of the parts of which 
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will be described hereinaflef. In Fig. 80= in a step 405. in response to ^^e input of a start-up command for the program 
No. N to the CPU 565. the CPU 665 executes a step 405a to read as to whether or not the key information for the program 
is recorded on a magnetic track. At this time, a recording current is made to flow through the magnetic head 8 so as to 
erase that data. In the case of the legal disk 2. the key information is not erasable for that He is high. On the other hand, 

5 if it is an illegal disk the key inform«iDGn disappears. Then, a step 405b is executed in order to check whether or not the 
key data. i.e.. a password, exists, ff the answer is "NO", the user receives a key input command on a screen as shown 
in Fig.- 31 , then followed by a step 405d where the user inputs, for example, •*12345€* which in turn, is checked as to 
whether it is in the right or not in a step 405e. If the answer is "MO*. in a step 405f the operation stops and a display is 
made on a display section 1 6 to indicate that the key is not in the right or it is a duplicated disk On the other hand if 

tc the answer is "YES", the operatk>nal flow goes to a step 405g in which the key data for altowing the execution of the 
program No. N is recorded on a magnetic track on the recording medium 2. sutjsequently followed by a step 405i. In 
this invention, an ID mark such as a bar code is provided on a surfece opposite to the optical reading surface of an 
optical disk as shown in Fig. 59. or a bar code 619 is provided on the optical reading surface as shown in Rg. 49, 

Returning back to the step 405b. H the answer is "YES", the operational flow advances to a step 405h to read the 

js key data for the program No. N. and then proceeds to the step 405i to read the disk ID (OPT) on the optical recofdirjQ 
layer. ar>d further goes to a step 504j :o reac the disk ID (mag) on the nnagnetic recording layer, and still furth^ enters 
irrto a step 405 to check whether they are in the right or not. H the decision shews '*NO", a step 405m is executed to 
display ''duplicated disk", then terminating the operation. On the other harrd. if the decision indicates 'YES", a step 405n 
is executed in order to make the decryption cak:utation for the key data, disk ID (OPT) and disk ID (Mag), then fioQcwed 

20 by a step 405p to check whether the data are in the right or not If the answer is "NO"*, an error display is made in a step 
405q. If the answer is *YES", the use of the program No. N starts in a step 405s. 

In the case of using tNs method according to this inversion, if for CDs 120 tunes each being voice-compressed to 
1/5 are recorded and for game softs several hundreds of titles are recorded so that 12 tunes or one game can inhiaOy 
be listened, they can be released at the cost corresponding to the copyright fee for 1 2 tunes or one game. Further, when 

25 the user paid the fee afterwards, the scft trader informs him of the key for the ID No. of the disk, which allows the use 
of additional softs such as tunes and games as shown in Rg. 59. fn this case, the employment of a sound expanskxi 
block 407 permits music soft containing a maximum of 1 20 tunes to be recorded on one CD, for that the sound expansksn 
expands the recording quarrtity to five times, i.e., 370 minutes. Thus, the user can listen to a favorite tune from the 
recorded tur>es when unlocked. Once the key is unlocked, the key data is recorded so that there is no need to always 

3c use the key. This method Is applk^abte to electronic dictiortaries general programs other than the musk; CDs and game 
CDs. providing the same effects. For reducing the cost it is also possible to omit the ID No. for the high He section 401. 

[Secorxj Embodiment] 

3£ Secorxily. a description will be mace ir terms of a second emtxxJiment which relates to a method of preventing the 
duplication of a CO itseif. i. a., preventirg the produc^on of the so-called pirate CD by the illegal copy of the legal CO. In 
this embodiment, the two-dimensionaJ arrangement of pits of a disk is treated as the first physical feature informatwn. 
Nowadays, CDs are illegally duplicated in various manners to produce pirate CDs which in turn, are put in the markel, 
and a way of preventing the duplication Is needed. Difficulty is experienced to prevent the duplication only with softwares 

^ such as encryption. The second embcciment prevents the dLp)k:atk3n utilizing a CfDher arxl a pit anrangement of a CO. 
Rg. 1 is a block diagram showir>g a mastering apparatus for fabricating an original record for CLV type optical diste. 
The mastering apparatus 529 comprises a linear vekKity cortrol secton 26a whereby an optical head 6 generates an 
optical beam to exposure-record tat em mages of pits on a photosensitive surface of a disk 2 while the linear vefodty is 
kept within the range of 1 .2 mys to 1 .4 m/s for CDs. For CDs. a tracking circuit 24 inaeases the radus r in pitch of about 

^5 1.6 um per revolution so that the pits are recorded spirally. Thus, the data are recorded spirally on an original record as 
shown in Rg. 3A. In the case of a CAV optical disk such as a video disk, an original disk is reproduced and an original 
record is fabricated through rotational control completely connected with the rotation of the original disk. Accordingly, if 
the third party gets master data 528. themastering apparatus 529 can easily fabricate an original record for an optical 
disk having the completely same pattern as a legally. manufactured CAV optical disk. For CAV, the difference in pit pattern 

so between the legally manufactured original record and the illegally fabricated original record becomes below several jjun. 
For this reason, the converrticnal method can not distinguish between the legally fatyicated optical disk arxJ the illegally 
produced optk:at disk on the basis of the physical arrangement of a pit pattern. 

On the other hand, for CLV optical citsks such as CD-ROMs, the pits are spirally recorded on an original record at 
an initially set constant linear velocity ranging from 1 .2 to 1 .4 m/s. In the case of CAV, the arTX)unt of data to be recorded 

55 per revolution is always corstam. wniie in the case of CLV the data amount per revolution varies as tfie linear vetocrty 
'/aries. When ^le linear vekxity is low. tie data anangemem 530a as shown in Fig. 3A takes place, and when the linear 
velocity is high, the data arrangement 530b as shown in Fig. 38 occurs. Thus, according to the normal mastering appa- 
ratLS. there oomes cut thecifference m ::ata arrangement between the legal CD and illegal copied CD. In the mastering 
apparatus for the conrvnon CDs commerdaily available, the linear velocity can be set with accuracy as high as 0.001 
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m/s. and the originai reccrd « rrade wHh a constant linear velocity. However, even if the original record for 74-minute 
CDs is fabricated with such a high accuracy at the linear velocity of 1 .2 nVs. when the error is shifted to the plus side at 
the outermost circurrrferantial irack, an error corresponding to 11 . 783 revolutions takes place. That is. as compared with 
•he ideal original record, tre criginal record to be fabricated has the data arrangement 530b whose angular error is 

5 1 r 783 rgvoluDons x 360 degrees at H"*e outernTost circumferential track. Accordingly, as shewn in Figs. 3A and 3B. the 
legal CD and illegai CO have differert data arrangements 530» i.e.. difterent A1 to A26 addresses 323a to 323x. For 
instance, when the CO is divided into four sections to define Z1 to Z4 arrangement zones 531. the arrangement zones 
531 of the A1 to A26 addresses 323 are differem from each other. Accordingly, when a corresponding table between 
the arrangement zones S3 1 and the addresses 323 for two CDs are drawn out as shown in Rgs. 3A and 3B it is fomd 

10 thai the physical position tables 532a and 532b of the legal CO and illegally duplicated CD are different from each other. 
This difference allows distinguisning oetween the illegally duplicated CD and the legal CO. However, even if a CD is 
fabricated which is hard to duplicate, the effect comes down if the method of checking the legal CD is in easy revision. 
According to this ir?/ention. as shewn in rig. 5. the physical position table 532 is made during the fabrication of the CO 
originai record or after the ccmoieticn of production of the original record. This physical arrangement table 532 is 

IS encrypted by an encryption means 537 cn the basis of a one direction function such as an RSA type disclosure cipher 
key ar»d then recorded in an optical ROM section 65 of the CD medium 2 or in the magnetic recording track 67 of the 
CO medium 2a. 

Subsequentiy. in the drive side, a cipher signal 538b is reproduced from the CO medium 2 or 2a and the physicaJ 
arrangement table 532 is restored using a decryption program 534 reproduced from the optk»l recording section o( the 

20 CO. Further, disk rotational (turnirTg) angte inforrr^tion 335 ccrresporxJing to the actual CO address 38a is obtained on 
the basis of an index or a rotational piise signal from the aforesaid FG by using a disk check program 533a similarty 
reproduced from the CD and checked with the data of the physkrai arrangement table 532. If OK. the operation starts. 
If NO. a dedsion is made such that it is an illegally duplicated CO, thus stopping the operation of soft programs or the 
reproduction of the nnusic softs. In the illegally copied CO shown in Fig. 338. the physical position table 532b is drfferent 

25 from that of the legal CO, whereby the CO is rejected. The illegally duplicated CO does not come into operation except 
for the deayption of a cipher deaypting prog-am 537. Accordingly, even though the cipher signal is copied^ the rejection 
takes place. Thus, it is possible to almost completely preverrt the reproduction of the iilegaily copied CD. 

There may be three ways the illegal duplication traders concerned can take as countermeasures; 1) fabricating a 
CLV disk original record having the totally same pit pattern; 2) decrypting the cipher encode program of the secrete key 

30 Shown in Rg. 5 by means of the cipher decode program 534; 3) analyzing all the programs in the CO- ROM to replace 
the cipher decode program 534 and disk check program 533a by the program revisioa Of these three ways, the tWrd 
way is meaningless because the program decryptksn and program revision need much time, i.e., large cost. In addition, 
according ?c this invention, the dooer decode program 534 and disk check program 533a are placed in the media side 
2ut not in the drive side, and hence they can changed at every title or press of tie CO-ROM. Accordingly, since the 

35 Investment fer the program cecryption ard cipher decryption is needed at every title, the illegal traders are unprofitable 
so that the duplication can be preverrtec from the economical aspect. Further, a description is made in terms of the 
second way This invention emolcys a one direaion function such as the RSA type disclosure cipher key shown in Rg. 
5. For Qtxample, the empkDynent of the equation C « E (M) = Memodn is possflDle. Thus, even if the c$)her decode 
program, i.e.. one key, is in dsdosure on the CO-ROM, the decryption of the cipher encode program 537 whk:h is the 

40 other key takes incredible time and hence is substantiaily impossible Although there is a possibility that the information 
on the cipher encode program 537 leaks, in the Rg. 5 method the cipher decode pro-am 534 is present at the media 
side but not at the drive sida Accordingly, even in case that it leaks, by changing both the pair of qpher pro-ams, the 
duplication preventing effect is easily rectoraWe. Rnally. the first way of fabricating the CLV original record having the 
completely same pattern is cifficuit because, although one-pulse rotational signal emerges per revolution, the current 

^ CLV mastering apparatus 529 does not indude a means to detea the rotatksnal angle with high accuracy for control. In 
this case, with the rotational angle information and recorded signal being read out from the duplk:ation source, i.e.. CO, 
to take the synchronizatkjn with the rotational pulses during the dtplication. a similar pit patter can be drawn with some 
degree of positional accuracy, but not exactly However, this is possifcjie only in the case where the recording on the 
duplication source CO is effected at the same linear velocity. 

5c In the mastering apparatus 529 according to this invention, as shown in Rg. 1 a CLV modulation signal generating 
section 10a generates a CLV modulation signal which in turn, is supplied to a linear velocity modulating section 26a in 
some case and a time-axis nkxJuiating section 37a of an optical recording circuit 37 in some case for CLV modulation. 
The linear ^/elocrty miodulating section 26a modulates, at random, the linear vetocity at 1.2 m/s to 1.4 m/s which are 
within the CO standard range as shown in Rg. 2A. This can similarly be realized even if the time-axis modulating section 

55 37a modulates the signal while the 'inear vetocity is constant, in which case there is no need for the modification of the 
aoparatus. Difficulty is encourtered to detect with high accuracy the linear velocity mtodulation from the duplicatkjn 
source CD. Even the mastering apcaratus which made the original record can not duplicate it. for that the recording is 
Derformed at random withcu: ccr::clled. The original record always varies. For this reason, it .s almost impossible to 
completely duplicate me CO irr/o>vrg the linear velocity modulation according to this invention. However, since the linear 
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velocity from V2 to 1 .4 m/s k)c CDs is in tie siandard range, the data is reproducible by means of the common CO*ROM 
player currently put on the market. 

Let it be assumed that ass shcwr .-i Fig 23. the same data is recorded on a specific optical track 65a at a constant 
linear velocity of \ .2 nr^s ard. when T.e s-3/: DOtnt is taken as S. the end point A1 of the recorded data takes a position 

5 of 360 degrees, in this case, if as shewn in rig. 2C the linear velocity evenly increases from 1.2 m/s to 1.4 nVs during 
one revolution, the ohysicai position 53Sa cf :he address A3 comes to the physical position 539a shifted by 30 de^ees. 
runher, the linear veiocrty inaeases during i/2 revolution, it comes to the physical position 5390 shifted by 45 degrees. 
This means that the position is changeable by a maximum of 45 degrees during one revolution. Since the conrvnon CLV 
mastering apparatus can generate crsiy one 'ctational pulse per revolution, the positional error is accumulated up to 90 

rc degrees during two revolutions. Even if in the future the illegal duplication traders carries out the rotation control, the 
positior^l deviation cf 90 degrees occurs between the legal original record and illegally copied original record by means 
of the linear velocity modulation according to this invention. Detecting this positional deviation allows the illegally copied 
CD. The posrtion deviation detecting rasclutor is set to be beiow 90 degrees. Accordingly in the case where the linear 
velocity is changed in the range from ' .2 to * .4 m/s, vi/hen as illustrated in Figs. 3 A and 3B four 90 -degree division zones 

:5 Zl. Z2. Z3 ard 24 are set. the detecton of Tie illegal CO is possible. If dividing more than four, its effect improves. 
Naturally if a CLV mastering apparatus navirsg an extremely high accuracy would newiy be developed, the illegal traders 
can make the wholly same pit pattern. How^^r, only several companies in the world can develop such an apparatus 
and. therefore, it is not raqtirdd for the ordir^ry use purposes, tf the shipment of such a mastering apparatus is limited 
for the purposes of protecting the copyright owner, the complete prevention of the illegal copy is possible. 

20 Furthermore, In the mtastering apparatus equipped with a rotational angle sensor 1 7a as shown in Fig. 1 , the physical 
position table 532 is made out on the basis of the address information 32a of the input data and positional information 
32b en the rotational angle from a meter 1 7. and then encr>pted through the cqDher encoder 537 and further recorded 
at the outermiost circumferential portion cf the original record 2M by means of the optical recording circuit 37. Thus, the 
physical arrangement table 532 encrycted is recorded on an optical track 65 of the Rg. 5 disk 2 during the formatksn of 

25 the original record. Accacirgly, this disk is r ecrodudble even by an ordinary CD-ROM drive not having a magnetic head, 
tn this case, as illustrated in Figs. 5 and 6. the drive is required to include a disk rotational angle sensor 335. This 
detecting means is useful if only detecting the relative position of the address 323 and 90-degree zone, and hence a 
complicated sensor such as a angular serrscr is not always needed. The relative position detecting method will be 
described with reference to Fg. 4, For example, as shown in (a) of Rg. 4 the rotational pulse from the motor or the index 

3C signal from the optical sensor once generates per revolution of the disk. This inten/al is time-divided as shown in (b) of 
Fig. 4 so that in the case of six-dh/ided zones, the signal position time slots Zl to Z6 are given. On the other hand, as 
described before the address signals 323a. 323b are obtainable from the sub-code of the reproduced signal. A signal 
position indicating signal is affective tc detect that the address At exists in the rone Zl arxi the address A2 is present 
in the zone Z3. !n this case, the structLre becomes simple when the rotation signal or zone signal is recorded in the sii> 

3z code, while the data car entirely be dudicatec. which destroys the duplication preventing .affect. Accordingly the provi- 
sion of a means to detect the rotaticrai angie at a place other than the optical recording section like this invention can 
offer a high duplication preventing erfea. 

Returning back to Fig. 5. in the recording and reproducing system, the signal is reproduced by an optical repfoducing 
circuit 36, arxi if the physical an-angenrsent taWe 532 is present in the optical tracK in the Rg. 7 flow chart the operational 

4C flow advances from a steps 47ib to 47ie. if the answer of the step 471b is "NO*, the step 47lcis executed in order to 
check whether the cipher data exists ;n tfie magnetic recording section 67. If 'NO', the operational fk>w goes to a step 
47lr to give a permission for the start-u). On the other hand, if "YES*, the operational ftow proceeds to the steps 471d, 
471 e to reproduce the dphef and to start *he decryption program of the cipher decoder 534 recorded on the ROM of 
the drive or on the disk for the decryption, then followed by a step 471 f to make out the physical arangement table 532. 

45 i.e., the zone-address table (An : Zn). A step 47i w is for checking whether or not the disk check program is in the media 
if the decision is 'NO*, the operatiorai flew advances to a step 471 p. It the decision is "YES", the operational fk3w 
proceeds to a step 471 g to start the cisk check program recorded within the disk. In the disk check program (the step 
47if). a step 47lh is first executed to setn s 0. and then a step 47ii is implemented to setn = n + 1, and further a step 
471 j is performed to search the address An of the disk 2 in the drive side for reproduction. In a step 471k, the positk>nai 

50 information Z'n is cetected and outpurtec by the foregoing position detecting means 335, and in a step 471m a check 
is made as to whether Zn sZn .H 'NO', the operational flow goes to a step 47 1 u to dedde that it is an illegally oopied 
CO and further to issue an sndk:ation cf Hegaily copied CO* to the display section 16. then foUcwed by a step 47ls for 
stopping. On the other hand. :1 ihe decsicn of the step 471 m is "YES", the operational flow goes to a step 471 n to check 
whether n = tf:elast. If 'NO', the oper atonal ?!cw returns to the step 471 i. If *^ES''. the operational flow advances to the 

55 step 47ip. The 3tec 47ip cnecks whetTer or not the disk check program is placed in the drive side ROM or RAM. If the 
decision is ''NO", the step 47* r is exec;-ted to start the soft. On the other hand, if "YES*, a step 47iq is implemented to 
run the cisk check program ~ie ccera^xnal content is the same as a step 471 1. Thus, if the answer is "NO*, the oper- 
attonal flow advances to tie steps 4^' j and 47is. If the ar^wer is "YES*, the step 47ir is implemented to start to 
reproduce the soft ^hin the disk 
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In a^e case where the CD player wrJch is currently in production reproduces a disk whose linear velocity varies 
between 1.2 to '.4 m/s. there is net crociern in reproducing the original signaJ. On the other harxj. the mastering apparatus 
can cJo the cutting with aconsiceraEieiin^r velocity accuracy above 0.00 1 m/s. Thus, as the standard for the mastering 
apparatus there has c^en prcvced tiQ CD standard in which the linear velocity = ±0.01 nVs. If conforming with the this 

5 CO standard, as shewn in Figs. 1 1 A anc : 1 3 the linear velocfty can incraase. for example, from 1.20 m/s to 1.22 mfe 
within tfie standard. In this case, as sr.own m Figs. 1 1C and n D the angular physical arrangemem of the same address 
is shifted by an angle of 5.9 degrees per revolution of the disk from 539a to 539b. When as shown in Rg. 13 a rotational 
angle sensor 335 which detects the angle shift of 5.9 degrees is provided in the recording and reproducing system side, 
the physicaJ arrangemerrt difference is dstinguishabie. For CDs, the rotational angle sensor 335 is useful which has a 

ro resolution of 5 degrees, i.e.. which angle-cfivides one revolution into more than 60. 

The arrangement of this rotational angle sensor 335 is illustrated in the Fig. 1 S block diagram of the recording and 
reproducing system. Since a pulse emer-^ing from a rotational angle sensor I7a such as a FG of the motor 17 is time- 
divided by a time-division circuit 553a of art angular position detecting section 553 of a disk physical arrangemerrt detect- 
ing section 556, even if criy cne rctationaj pulse signal is obtainable per revolution, when for example the time accuracy 

J 5 is ± 5%. it can be divided irrto 20. which erasures the angular resolution about 1 8 degrees. This operation was described 
above with reference to Figs. 4A, 43 anC -iC. Since for CDs an eccentricity of ± 200 jim takes place an angle measure- 
ment error appears due to the eccemriaty. In the case of a CO according to the CD standard, tiie angle measurement 
error of a rrtaximum of 0.8 degrees occurs at P-P due to the eccentricity. Accordingly, if the angle measurement resotution 
of 1 degree is needed, the measurement t)ecome8 tmposs&sle. When a high angular re60lutk)n is needed in order to 

20 avokl this problem, an eccentric quantity detecting section 553c is provided in the angular position detecting sectkm 553 
in Ftg. 1 6 to measure the eccerrtric amount so ^at the correction calculation is made in an eccentric quantrly correction 
section 553b to eliminate the influence from the eccentricity. A descr^tion will be made in terms of the detection of the 
eccentric quantity and the caioiaticn of the correction amount When no eccerrtricity occurs as shown in Rg. 19A, the 
center of a triangle made by three potrrts A. B, C on one ctrde is coincident wrth the real center 557 of the disk under 

25 the condition that ea = 6b = 9c . Actually, as shown in Fig. 19B an eccentricity 559 takes place due to the eccentricrty 
of the disk and the variation in the Tourmng of the disk. As shown in ng. 198, the relative angles of the three point 
addresses A, B, C are detected by the ar^e sensor 353. whereby the difference L'a between the rotational center 558 
of the disk and the real disk center 557 can be calculated as La » f (Qa. 6b. 9c) .The eccentricity correct k)n section 
553b corrects, using the cakxjiated eccentric annount. the rotational angle signal from the rotational angle sensor 17a. 

30 This can eliminate the adverse influence from the eccentricity so as to improve the accuracy so that the angular resolution 
is below 1 de^ee. thereby irrproving the detection accuracy of the illegal disk. 

In :he case where the detection of the angular position is made with the resolution as low as 6 degrees as mentioned 
before, the decision between the iegai and illegal disks is required to be strict, in particular, if the decision is made such 
that the legal disk is the illegal disk, the ^egal users suffer large damage. K is absolutely needed to avoki it For this 

35 reason, as illuslratec in steps 55 -t. 55^j. 551 v of the Fig. U f tow chart, the access to the address cf the disk which has 
been decided as an illegal disl< is rrada %vo cr more times rcr reproduction and check, whereby ft is possible to avoid 
the wrong decision. The basic pcrticn of the Rg. 1 4 flow chart s the same as Fig. 7 flow chart, and only additional 
portions are described and the descripticn of the portions other than the additional portions is omitted for simplicrty. 
When in a step 551 a decision Is made such that the value is out of the allowable range, in the step 55 It the access 

40 to the address An is again made plural times, then followed by the step 551 u to detect the zone number Zn indicative 
of the relative angle with respect to the address An. and further followed by the step 551 v to check plural times whether 
or not the value is within the allowable range. If the decision is "YES*, the disk is consklered as a legal disk, and the 
operational flow goes to a step 551 s. On the other hand, rf the decision is 'NO*, it is considered as an illegal dsk, arxi 
the operational flow advances ro the steps 471 u arxl 471 s to inhibit the operation of the program. 

45 In addition, if a statistic process is aoded tor the prevention of the wrong decision, ttie decision accuracy improves. 
In Rg. 12A. in the legal original record the frequency dtstrfbutions of angle-address, angle-tracking direction, address- 
tracking direction, angle-pit depth and address-pit depth read out become as illustrated in a graph (1). Accordingly, in 
the case where specific data are selected and reproduced by a player as shown in a graph (2). easily discriminabte 
sample address data are selected. As shewn in Fig. 12B the formed disk is reproduced to find signal sections. irxScated 

50 witii black cotof. which are out cf the allowable range, and further to strike the abnormal values, which are out of the 
allowable range, off a list as shown by a graph (4). Although in the illusti-ation the frequency distribution of angle-address 
arrangement is indicated, the same effect is also obteinable in terms of the frequency distribution of pit depth or address- 
tracking quantity. This permits the copy pf^NenXton signal section hard to cfiscriminate, i.e.. easy to made a mistake to 
be eliminated from the fist, which reduces the mistake during the reproduction by the reprodiicing player That is. the 

55 mistake orofcabifty decreases with T-^ access to the address of the disk decided as illegality being made two or more 
times. 

On the 3!har ."-and. *n "ig. :2'Z -n T9 original record illegally duplicated, since the address cf the formed disk is 
read out to fabncate the cngmai recc-a. a 2cpy protect signal (CP) signal generates which distributes in a given range 
at a ccrstant prcbability as shewn n a ^raph (5). In this case, since the disk physical arrangement table can not be 
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re/rsed as described before, the ciata selection as seen in the graph (2) is irrspossiWe. Accordingly, in the physical arrange- 
ment of the illegal origiral record the data are consideraUy dose to the limits of the allowable range or the CP signal 
exists out of the allowaWe rar»ge. As shown in Rg. 120, in the optical disk tormed from the illegal original record there 
occur errors due lo the formatters variation which cause a distribution as shown in a graph (6). In -:he graph (6), the 

5 physical arrangement signal 552b 5xceec5r>g the allowable value develops as indicated by Wack co<or. Since the physical 
arrangement signal 552t5 inherent in the Megai disk is detectable through the disk check program, the operation of the 
program stops, thereby preventing ihe use of the copied disk. The distribution of the angle-address CP signal disperses 
within a narrow range. On ihe other hand, in the case of the pit depth shown in Fig. 1 78. the depth greatly varies in 
accordance with the cutting and formation condition, and it is considerably difficult to control this with precision. Therefore, 

rc the yield of the illegally duplicated disk at manufacturing sharply drops. For this reason, in the case of the pit depth, 
strong copy protection is possible. 

A description will be made hereinbelow in terms of a reproducing system 'A^hich detects the frequency distribution 
of the disk physical arrangement as shown in Figs. 12A to 12D for the prevention of copy As illustrated in Rgs. 13 artd 
16. therecording and reproducing system i is equipped with a disk physical arrangement detecting section 556 including 

rs three detection sections: an angular position detecting section 553. a track dispiacemert detecting section 554 and a 
pit depth detecting section 555 which output a detection signal indicative of the angular position information Zn, a detec- 
tion signal repr esentativB of the tracking displacement Tn, and a detection signal indicative of pit depth O'n, respectivety. 
When they are coincident in time with the signal A n from an adciress detecting section 557, it is possdaie to obtain the 
corresporidlng data representative of A'n-rn. A'n-Tn. A'n-O'n. Z'n-Tn. Z'n-O'n. TrhO^n. These data are checked in a 

20 Checking section 535 with An, Zn. Tn, On of the reference disk physical arrangement table 532 decoded by the c^jher 
decoder 534. rt the decision is nnade such that it is not a legal dsk. an output/operation stopping means 536 stops the 
operation of the program. 

Further, a descrption will be made wrth a flow chart in terms of a statists way to reduce the misjud^ent for dfeks. 
in the flew chart of Fig. 14 the description of portions which are the same as that of Fig. 7 will be omrtted for brevity, 

25 Furtier, the description wiil be limited to the decision of the illegal disk based on the frequency distributions of the disk 
physical arrangement data of the graphs (i) to (6) in Figs. 12A to 120. First, in the disk check program 471t, a step 
551W is executed so as to check every time whether the CP (Copy Protect) decryption program, i.e.. a first c^er 
decoder 534a havffig a one directwn function (for example, RSA) catetdating section 534c to decrypt the reference 
physical anangement table 532 of &\ed^ef decoder 534 in Fig. 1 6. is illegally changed or not in order vwxds, to check 

3C illegal revision and iliegaJ decryptkjn by an illegal cipher decoder, with check points being provided at given portions of 
the disk check program or applk^ticn program. If "^ES", the operation stops, thereby making it possibe to prevent the 
illegal traders from replacing the first cipher decoder 534a with an illegal cipher decoder This provides a higher degree 
of cipher security to further ensure rheduplkatton preverrtion. Subsequently a step 55 tf follows, for the angular position, 
to measure the oosition of a spedf jc address and to measure the distribution state of the deviation amount with respect 

25 :o the reference angle of the reference chys<;ai arrangement table 532 of ihe zone nunnber Assuming that m =0 indicates 
that the deviation does rot occur arc m = ± n indicates that the zone is shifted by n, a step 55 1 g is executed to set 
m = -1. a step 55 -h is a;<ecuted to set m = m 1. and a step 55 it ;s performed to check whether or rot the angular zone 
Z'n is shifted by m. ff the answer is ^N0". the operational How returns to a step 551 h. If "YES', the operational flow 
advances to a step 551] to add it to l:e Zn deviation distrtoution list so that the deviatkjn distribution table is dranvn up 
in succession. If m « the last in a step 551 k, the next step 471 n is perk^med. If 'NO*, the operational fksw returns to the 
step 551 h. In such a manner, the measuremem is made in terms of the angular position of the specific address in Rg. 
1 6, the state tracking displacement, or tfie distribution states of thedeviations of the pit depth and argl^addressposHwns 
with respect to the reference. 

A step S5lm cf the disk check program 47it is a legality decision program wherein in a step 55 in the maximum 

-iS allowable value Pn (m) for the deviation m of the angular an^ngement Z'n of the address n with respect to the reference, 
which is encrypted ard recorded cn a magnetic reoofding layer or an optical recording layer, is decrypted and read out 
so as to check ^^e a deviation cfistrtoution table 556a shown in Rg. 18 and drawn up by the physical position deviation 
distribution measuremem program .n the foregoing step 551 f and the reference physical arrangement table 532a to 
check whether tie disk s legal or illegal. After setting m = 0 in a step 55lp and setting m = m <(- 1 in a step 55iq, in a 

50 step 55 1 r a check is made regarding whether it is within the allowable range. Checking whetiier being within the allowable 
range is achieved by checking whetner or not the number of Z'n is smaller than Pn (m) in Rg. 18. If 'NO". operationaJ 
flow advances :o the aforesaki step 55 if to again make access to the correspcncSng ^ress. If 'NO*, a dectston is 
made such that the disk is illegal. On na otiier hand, if OK, the operatranal flow goes to a step 551s. ft m « the last, the 
operational flew goes to a step 47ip, Arhile if 'NO', the operational flow returns to the step S51q. Such a measurement 

55 of the deviation distribution of Z'n wtr respect to Zn permits the statistic process which decides that it is an ifiegal cfisk 
when the value :s out of tne aiicwacie .-ange, thereby further reducing the probability that the legal disk is taken as an 
illegal disk, or -/ice versa. 

In addition. :n the .^^ig ' 4 few crar. m a step 551 a a random extractor 582 including a random number generator 
533 as shown in .^ig. 1 5 SLOClies a 3ar::ally selective signal to the cipher decoder 534 or the magnetic reproducing circuit 
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30 to select a portion of all tne nnagnetk: tracks or optical tracks, which contain a cipher, for the access ar>d reproduction. 
Accordingly, since tie access is .nade orrfy to a portion of all the data, for example, about 100 of 10000, the mechanical 
access time becomes shorer to causa :he time necessary for checking the duplication to become shorter. Furthermore, 
the random astractor 532 issues a selective signal the cipher decoder 534 to carry out the decryption of a portion of the 

5 cipher data reproduced. For instance, in the case of a cipher based on a one direction function of 512 bits, the decryption 
takes a 32-bii microcomputer approximately 1/5 second. However, the employmem of this partial selective method can 
reduce the time for the decryotion. Since the random nunnber generator 584 checks a minimum of necessary sampled 
data which is different ever/ time, even if using a system whk:h checks only 100 of 1000O sarrpling points every time, 
the 10000 samplirtg points are finally checked. Accoidingiy, the duplication traders are required to duplicate the disk 

70 such that the physical arrangement of all the lOOOO sampling points are the same as the reference disk. It is drfficult to 
duplicate the angles, tracking amounts and pit depths at all the sampling points, which improves the duplication preven- 
tion effect. The addition of this random extractor 582 is aWe to considerably reduce the disk check time without deteri- 
orating the high duplication prevention effect. 

js [Third Embodiment] 

A description will be made hereinbetow with reference to Figs. 1 3 and 1 6 in terms of a third embodiment which uses 
the tracking disptacenr>em and the pit depth as the first physical feature information. In Rg. 16. in the disk physical 
arrangement detecting section of the recordng and reproductng system 1. in addftion to the afbfementk)ned angtiar 

20 position detecting section 553, there is provided two detecting sections: a tracking amount detecting section 554- and a 
pit depth detecting section 555. The tracking amount detecting section 554 receives a tracking amovrti Tn at the address 
n from a tracking amount sensor 24a such as a tracking error detecting circuit wfiich can measure the wobbfing of the 
tracking controi section 24 of the optical head 6. and measures the coincidence in time t>etween the tracking amount 
and the other detection sigrtate such as A n, Tn, D'n to output the resutt as Tn to the checking section 535. This principle 

2S will be described with reference to Figs. 20 A and 20 B. In the legal disk shown in Rg. 20 A, the physical position 539a of 
the address A1 is rrxxkjiated in the tracking direction during the fornnation of the original record (for example, wobWing). 
Thus, the tracking is shifted toward an outer drcurrTferarrtial poftton. When this is defined as T1 « + 1, the physical 
position 539b of the address A2 is taken as T2 =» . 1 . This infbrmatiQn is discfiminabie during the formation of the original 
record or after the fabrication thereof, and therefore, after tf^e reference physical arrangement fade 532 is dravim up and 

30 encrypted, it is recorded on the medium 2. 

Secondly, in the medum 2 illegally duplicated as shown in Rg. 20 B, generally the tracking displacement is not given. 
Even if the tracking displacemem is given, as shown in the illustration, the tracking displacements n and T2 of the 
addresses A1 and A2 in the same angular zone Z1 give 0 1 -t- 1 . and the disk physical an^ngemert table 556 measured 
is different from the --eference physical arrangement table 532 of the legal disk. Accordingly, the checking section 535 

J5 of the disk check section 533 in F\q. 1 5 detects this and the output/operation stopping means 538 stops the output of 
the program, the cceration of program, or the decryption of the application program by the second cipher decoder 
534b and outputs a display signal indicative of 'illegally copied disk" to the display section 15. In the case of Fig. 16, 
since the disk check program itself is encrypted by the second cipher decoder 534t5. difficulty is encountered to revise 
the disk check program 533. thus increasing illegal duplication preventing effect. 

^0 Furthermore, a description will t» made about the pit depth detecting sectfon. As shown in Rg, 16. the optically 
reproduced signal from the optical head 6 is fed to an amplitude detecting section 555a of a pit depth detecting section 
555, which is designed to detect the arrplitude of the envetop or the variation of the nrxxlulation tactor. so as to detect 
the pit depth on the basis of the amplrtude variation, the detection output 0*n tjeing delivered to the checking section 
535 to be checked with the data of the reference physical arrangement table 532. if different therefrom, the copy pre- 

4S venting operation starts. Thus, as shown in Figs. 2 1 A to 2 1 D. the fdur parameters of the address An. angle Zn. trackrig 
displacement Tn and pit depth Cn can be checked with respect to the physical arrangements 539a. 53gb, 539c of one 
sampling point. Thus, 'rt is needed to dtplicate the original record which conforms with the tour parameters at all the 
sampling points. It is difficutt to duplicate the original record satisfying such conditions at a high yield, which results in 
realizing a ^-eat copy pra/enting functfon. In particular, duplicating a pit group whose widths are (Afferent arxJ whose 

sc depths are the same is extremely dfficutt arxi deteriorates the yield. Accordingly, the duplication is economically irrpos- 
sil3le. In this invention, as shown in Ftg. 36. when in a step 584a 1000 sets of pit groups are recorded under 1000 
recording conditions different in recording output, pulse width and so on. in a step 584b the pit grotps satisfying 5 sets 
of conditions are made at a given yield, for example, at 1/200 yield. In a step 564a the physical arrangemerrts of the pit 
groups satisfying the ccnditiors are found by the monitor of the original record by a leaser beam, (n a step 584d the 

55 physical arrargemem table for the satisfying pit groups is drawn up. and in a step 584e the physical arrangemertt table 
is encrypted, and further, if a step 584f s.'^ows the optical recording section, in a step 584g the obtained c^her is recorded 
on a seconc ::^otosensitive sect:cn 5"^2a of the original record. In a step 584h a olastic is injectec to the original record 
10 procuce ar optical tisk. !n a steo 5d4i a reflection layer is formed, in a step 584j a magnetic tayer is compieted. if 
already comcseted. fn a step Sa^k a rragnetic recording section is made, and in a step 584m the dpher is recorded in 
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the magnetic recording section to ccmpiete an optical disk. The prt depth is measured after the fabrication of the original 
record, the encryption is made and ^^e arrar^ement table is recorded, thereby increasing the yield up to approxinnately 
1 00% at the time ot the prccuctior cf t^e Of iginal record. 

A description will be mace in terms ct a detecting method cf the pit depth in the pit depth detecting section 555. In 

5 Fig. 17A. pits 56ia to 561 f cf an iilegaJly duoiica ted disk have the same pit depth. Of pits of the legal disk shown in Rg. 
1 73. the pits 56Cc, 560d. 560e are sraitcwer. Accordingly, as shown in Fig. 17C reproduced pulses 562c. 562d. 562e 
have a lower peak value, and the reproduced output becomes as shown in Fig. 17F when a multi-level slicer 555b 
assumes the reference slice level 30. while the output disappears as shown in Fig. 1 70 at the detection slice level Si. 
Accordingly, taking the logical product (AND) erf the inverse value of Si and SO. the duplication prwerrting signals 563c, 

re 563d. 563e are obtainable as shown -n Fig. 1 7G only when the cfisk is a legal disk. In the illegal disk, since the outpiit 
at the detection siice level Si successrvely becomes 1 . the outputs of the duplication preventing signals do not appear. 
For this reason, the detection cf the duplicatec disk is possible. In addition, in this case, even if the amplitude detecting 
section 555a detects the am.piitude icsvering cf the envelope of the optical output waveform or the towing of the nnoduiation 
factor and the inverse sign of Si is obtained, a similar effect is available. 

rs As obvious from a Fg. 23 compar :son abie on the duplication preventing effects, since an original record fabricating 
apparatus for comn^n CDs or MOs does not have an angle control function, the angular direction disk check, i.e.. A. is 
effective. On the other hand, since an original record fabricating apparatus for laser disks (LDs), MOs and CD-ROMs is 
not equipped with a wobbling, i.e.. tracking direction, control means, the tracking directksn dfeptecemerrt, i.a, B, is effec- 
tive. In the case cf the depth direction, i.a. C. in addition to the conventionai circuit, a detection circuit is required v&atih 

20 can detects the anplitixje or rrxxluiatk^n factor, arxl hence the detection is impossisle with the existing 10 for CDs. 
Accofdingiy, since at present A ^ 3 provides a great copy preventing effect and has compatibifity with the existing !C, 
the greatest effect is obtainable for CDs and MDs. Consequently, the current original record fabricating apparatus can 
offer the greatest effect when empjoying the checking method based on A + B. i.e.. the combination of two parameters: 
angular direction and tracking directkxt. 

25 Fig. 24 shows a disk original record fabricating apparatus which implemerrts the modulation on the angular direction, 
tracking direction and pit depth direction. The Fig. 24 mastering apparatus 529 bask:ally and substantially has the same 
arrangement and operation as the afcremermoned Fig. 1 mastering apparatus, and the description thereof is linrtited to 
the portions differing therefrom. A desaipticn is first made in terms of the trackir^g modulation method. In the system 
control section, there is provided a tracking nrxxiulatwn signal generator 564- which supplies a modulation signal to a 

3c tracking control section 24 :o perform the tracking at almost constant radius rO on the basis of a reference trad< pilch 
24a. The modulation such as wobbling is earned out within the range of the track radius rO ± dr. Thus, a meanderring 
track is icfrned on the originai record 572 as shown in Figs. 20A and 20B. This tracking displacement is fed to a tracking 
displacemerrt infer m<ition section 32gcf a positional informatkjn input section 32b In the copy preventing signal generator 
565, the refererce physical arrangemert table 532 on the address An, angle 2n, tracking displacement Tn and pit depth 

j= Dn as described with refererce to -f'g '3 is drawn up and encrypted in the cipher encoder 537. This cipher is recorded 
in a secorxj cyiginai record area 572a crcvrded at an outer circumferential portion of the original record as shown in 
rigs. 32 and 33 or recorded .n a secorxl original record area provided at an outer circumferential portion as shown in 
Figs. 34 and 35. In adcStkjn, the nxxlulation Dn in the pit depth direction can individually be added. In Fig, 24. the system 
control section 10 s equipped with an optical output modulation signal generating section 566 'hereby the ampi'rtude 

4C of the laser output of an output modulation sectk>n 567 in the optical recording section 37b varies as showim by the 
waveform (2) of Fig. 30. or a pulse width modulating secton 568 modulates the pulse duration or pulse separation with 
a constant ampfitude as shewn in by the waveform (1 ) of Rg. 30, thereby changing the effective value of the laser output 
Wth this, a photosensitive section 574. having depths can be formed in a photosensitive section 573 of the original reoofd 
572 as shown by the process (2) of Fjg. 30. Through the etching process, pits 560a to 560e having different depths are 

45 formed as shown by the process (3) of .*g. 3C. the deep pits 560a. 560c. 560d having depths close to >JA and the shallow 
pits 560b. 560e having depths close to >JS. This original record 572 s metal-plated with nickel or the like so as to produce 
a metallic original record as shown oy the process (4) of Fig. 30. and then plastic-formed to fabricate a formed disk 576 
as shown by the processes (5) and (6) of Fig. 30. In the case where the pits are formed on the original record by changrig 
the anTplitude of the laser output, since the peak value of the reproduced output decreases as shown by the waveform 

50 (5) of Rg. 31 , if it is sliced wrth a specific slkre level by a level slicer, the pulse duration tends to be detected as a smcUler 
duration as compared with the case that pH deptfi is large, thus making it difficult to provide a normal digital output. For 
this reason, a pulse width adjusting section 569 generates a wider pulse T + AT as shown by the waveform (2) of Rg. 
31 relative to the original signal of the synchronism T as shown by the waveform (1 ) of Fig. 31 so that the digital signal 
is corected as shown by the waveform (S). in the case of no correction, a sliced digital ou^t is obtained which has a 

55 duration smaller than that of Te cngiral signal as shown by the waveform (7) cf Fig. 31. resulting in the output of an 
incorrect digital s:gnai. 

Tnus, the pit depth is modulated trrcugh j^e optical output modulating section 567. and the pit depth informatk>n 
On is fed from the octical outrut -ncCLiation stgnal generating section 566 to a p(t depth irrfor mation sectran 32h. In the 
copy preventing signal generatng section 565. :he reference physical arrangement table 532 on the aforesaid An. Zn, 
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Tn. On are drawn -jo ard encrypted by the cipher encoder 537 and recorded on the magnetic recording layer. Or, as 
illustrated in Fig. 34. after the fabrication of an original record having at its outer circumferential portion a second pho- 
tosarsrtiv© secticn 577. the pi: ::eotr and so on are measured as shown by the process (5) of Fig. 34 to a physical 
arrar^ement table wnic.-s -.n tur-. ercr/oted. before this cipher is recorded in the second photosensitive section 577 as 

5 shewn in the process {5) of Fg. and the physcal an^ngement table 532. together wrth program softs, is recorded on 
one original record as shewn in re processes (7) to (9). In the case where disks do not have different ID nufrtoers, the 
magnetic layer is not always needed, and only the optical recording section provides the copy preventing effect in acconj- 
ance with this method. Figs. 35A ar<j 358 are a top view and cross-sectional view of an original record. It is also ^^pfo- 
priate to combine twc original reccrds as shown in Ftga 32. 33A and 33B. Further, in Fig. 24, there is provided a 
ro communication interface sec'joo 573 //nich aJtow communication with the external, whereby as shown in Rg. 29, in an 
external cipher encoder 579 the soft copyright owmer has. the physical arrangement table is encrypted by mearrs of a 
first dphQr key 32d and fed back from the external cipher encoder 579 through a second communication interface 578a. 
a comnnunication lire and the ccrrmurication interface 578 to a mastering apparatus 529 manufactured by an optical 
disk manufacturing company. According to this method, the first cipher key 32d belonging to the copyright owner is not 

rf given to ihe optical disk manufacruring company, which increases the de^ee of ctpsher security. In addition, in case that 
the first dpher key 32d is stolen, there is no need for the optical disk manufacturing company to take the responsa>ifity. 

Furthermore, the precise control for the pit machining in the depth direction is considerably difficult because of 
depending on varying factors such as the sensitivity of the photosensitive material, gamma characteristic; output varia^ 
and beam configuration of the laser li^ thamnai characteristic of the glass substrate, etching characteristic dimensionai 

20 error of the pressing fcrmation. For example, in the case of changing the pUse duration and depths of the pits as shown 
in Rg. 22, the amplitude of the laser output and the most suitable condition for the pulse duration vary at every pulse 
duration. Accordingly, taking the gamma characteristic into consideration, n combinational conditions on the laser output 
value and pulse duration are made as shown in Fig. 22. For example, several hundreds of laser output corrtoinaliorTS 
are made to fsijricate original records several hundred times under different conditions. Of these, the originaJ recofds 

25 having the most stitabie pit depth can be fabricated several times. That is, of the several hundreds of the original records, 
sevsra) origtnai records satisfy the condrtions. In these satisfied original records there is formed a pit group whereby, as 
shown by portions 58ia. 581c of *ie waveform (3) in Fig. 22, the reproduced signal reaches the reference vottage So 
but not reaching thte detection votage S1 . However, the fabrications of several hundreds of useless original records cost 
a large anx^uTt of money and. therefore, this is economically inpossible. Thus, this invention employs a method of 

30 forming the most suitable pits by the fabrication of one original record As shown in Rg. 30, several hundred sets* i.e. 
n sets of 580a to 580d pit grocps are respectively recorded under n sets of laser output condrtions. The pit grot^js having 
the pit depth, cit ccrrf iguratior and pulse width satisfying the condrtions can be obtained with the probability of some of 
n sets, for exarrple. several sets of several hundred sets. As shown in Fig. 15, the physical arrangement table 532 of 
the pit group 530c satisfying the ccrtcitions is encrypted and recorded on the magnetic recording section of the disk 2 

3£ Of raccrded on the seccnd or igirai reccra or the optical recording section of the second photosensitive section original 
record 572. thus making ;o pcssde :o ^bricate the copy preventing disk using the pit depth, tn this case, as the yield 
of the satisfied pi: group becomes worse, the number cf the n sets of the pit group increases, while the copy prevent^g 
ability accordingly increases. Aauaily. when the total nunnber of the pits of one set of the pit group 560 and the nurrtoer 
of the kinds of pulse durations increase^ Ihe number of combinations and the yieW comes to approxinriately one-several 

40 hundredth. Since the physical an^ement table 532 is encrypted with a one direction function as described before, it 
is impossibie to revise it except that the cipher key is known. Accordingly the dtplk:ation traders can not di^icate the 
disks except that they produce sewai hundreds of expensive original records. That is, the fabrication of one dupicated 
original record costs a large amount cf rroney, and therefore it is difficult economically so that the traders will give tp to 
fabricate the original record. On ?he other hand, even if several hundreds of kinds of 10-bit pit groups are provided and 

45 several hundred sets of the pit groccs are made, the total capacity is about several tens KB. and tor example, the influence 
on the capacity 640 MB of a CO-f<:M is 1/10000, which results in alnx>st no reduction of the capacity according to this 
invention. Although the Ilustration is made in terms of an example using a ROM disk such as a CD, it is also possible 
that a recording type optical disk sucn as a partial ROM is used and the physical arrangement table is encrypted and 
recorded on a recording layer of an optical RAM, This can offer the same effect. Moreover, as shown in the Rg. 37 f tow 

50 Chart the disk checkprogram 534 can not be revised or eliminated except that the whole application program is decrypted 
with the disposition at 1000 placas. fcr example. Ska a program install routine 584d of a program 586 of an appJicatjon 
soft program, a printing routine 53*8 and a retention routine 584f, and hence, even if a portion of the disk check program 
585 is omitted, the remaining checx orogram stops the operation. Thus, with the disk check program being divided into 
a plurality of portions and discos ec, tie illegal duplication becomes difficult. 

55 

[Fourth Errtoodimenil 

in the fcum enxocirr.enr. a seccro ow-reflection (low-reflectance) section is prcvded as the first physical feature 
information. The forma:ic<: cf :r^e seccrxJ low- reflection secticn allows the production of a physical ID mark and the 
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detection thereof. More specrficaily. an area with no reflective layer is interrtiorially provided in a portion of an optical 
reflective layer (made of AL or the (ike) of a ROM optical disk such as a CO-ROM to create the physical ID. Ftgs. 38. 39 
arxj 40 are system block diagran^s showif^ the principle of the fourth embodiment. Further, Fig. 41 shows a state of a 
physical 10 inherent in a disk. As srcwn in "ig. 150. 10 Icw-reMection sections 584. 584a to 584i which do not have a 
reflective film 48 are disposed radially ^nd i i reference low-reflection sections 585 are intentionally provided during the 
formation of the reflective film. When a light beam from the opticai head 6 is focused on the low-reflection section 584. 
the reflected light quantity is ajstremeiy reouced as connpared with the reflective section 48. Accordingly, as shown by 
the optically reproduced signal of Rg. 41 E. the signal level extremely decreases. As shown in the block diaff-am of Rg. 
39. a comparator 587 of a low- reflection lignt quantity detecting section 586 detects an optically reproduced analog 
signal having a lower signal level than that of an optrcal reference value 588 to detect the low-reflection fi^t quantity 
section. A Icw-reflecticn section detection signal having a waveform as shown by (5) of Fig. 42 is outputted during the 
detection, an astimaticn is made in terms of the addresses of the start position and end position of this signal and the 
clock position. 

The optically ''ep^'oduced signal :s shaped and converted into a digital signal by means of a waveform-shaping circuit 
530 including an AGO 590a, A ciock reproducing section 38a reproduces a clock signal on the basis of die wavefomv 
shaped signal. An EFM demodulator 532 o* a demodulating section 591 demodulates the signal and an ECC corrects 
errors, then outputting a dtgrtai signal. The EFM-demodulated signal is led to a physical address outputting section 593. 
For COs (Q bits of subcode), an M5F address is outputted from an address outputtirtg section 594 ar^ a synchrortizing 
signal such as a frame synchronizing signal Is outputted from a synchronizing signal outputting sectkyi 595. The dock 
reproducing section 38a outputs a demoduiated dock. 

In a k)w-rdlection section address/dock signal position signal outputting section 596. a low-reflection section 
start/end position detecting section 599 precisely measures the start point and end point of the low-reflection section 
584 by using an n-i address detecting section 597 and address signal or a clock counter 598 and a synchrortizing dock 
signal or demodulation dock. A detailed description will be made with reference to Fig. 42 in terms of this method. As 
shown by (1) of Ftg. 42 which is a cresses ectional view of an optical disk, a iow-reflection section 584 is partially provided 
as a mark nunnber 1 . A reflected light signal as shown by (2) of Fig. 42. i.e., an envelope signal as shown by (3) of Rg. 

42. is outputted. while it becomes ower than a light quantity reference value 588. A light quaritity level comparator 5B7 
detects this fact and a tow-r eflecticn tight quantity detecting section 588 outputs a low-reflection light quantity detection 
signal as shown by (5) of F(g. 42. 

Secordly. address information and a denxxlulation clock shown by (6) of Rg. 42 or a synchronizing dock are used 
in order to the start and and positions of the (ow-reflection light quantity detection signal. Initially, a reference dock 605 
of the address n shown by (7) of Fig. 42 is measured. If the n-1 address detecting section 597 previously detects the 
address immediately before the address n. it s fourxl that the next sync 604 is a sync of the address a The ckxk counter 
598 courts the sync 604 and the number of ciocks immediately before the reference clock 605. and this number of docks 
is defined as a rsfference ietay 5 me TO which is measure and recorded by a reference delay time TO measuring sectksn 
608. 

Since the circuit detay time /aries in accordance with the reproducing system, this reference delay time TO also 
varies. Thus, a time delay con-acting section 607 conrects the time using the reference delay lime TO. whereupon rt is 
possible to accurately measure the number of start ckxks of the low-reflection section irrespective of the reproducing 
system. As shown by (8) of Ftq. 42. by obtaining the start, end address • dock number for an optical mark |Nk). 1 of the 
next track, the dock m 14 of the address n + 12 is obtainable Since TD « m + 2 . the nunnber of docks is corrected 
to 12, while n + 14 is used for the purpose of the description. 

A descrption will be made in terms of a low-reflection section address table. The low-reflection section 584 is pre- 
viously measured in the factory at every disk as shown in Figs. 3A and 38 so as to draw up a low-reflection section 
address table 609. This aWe 609 is encrypted with a one direction function as shown in Rg. 44 so that as shown in Rg. 
15 a k3w-reflecticn section group having a bar code configuration and having no reflective layers is recorded at the 
innermost drcumferantiaJ portion of the disk in the second-time reflective layer fcrmatibn process. It is also appropriate 
that it is recorded in the magnetic recording section 67 of a CO-ROM as shown in Fig. 38. As shown In Figs. 3A and 38, 
the Icw-reflecticn section address tables 609 and 509x considerably differ from each ether between the legal CO and 
the illegally duplicated CO. Accordirgiy. as shown in Rg. 38, the encrypted table is decrypted to made a normal taWe 
which is checked wrth a check prof^am 535 to distinguish the legal disk from the illegally duptkrated disk, thereby stepping 
the operation of the illegal disk. In the sxampie shown in Rg. 42. the values of the low-reflection section address tabies 
609 and 609x are different from each other. As shown by (8) of Rg. 42, in the legal disk the track next to tiio mark 1 
assumes the start and end at m 1 4 and m + 267, respectively. On tiie other hand, as shown by (9) of Rg. 42. in the 
illegally divaricated disk, the start ar<3 end take place at m + 21 and m ^- 277 different therefrom. Thus, as shown in Rg. 

43. the !ow-reflecion section address -ables 609 and 609x are differem from each other, thereby allowing the dtscrinra- 
nation of the duplicated disk, n the case of CLV. this is achieved using the fact that the address coordinate arrangemerit 
of the crigmal record is ciffer ent as cescribec before. Fg. 45 shows the actual measurement results about the positions 
of the addresses of a CC. A.s obvious ?rom the figure, the address coordinates are considerably different from each other. 
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Moreover, according to the method of this invention, even if the original record is the same, since the reflective film is 
partially removed in the reflective film formation process, the low-r^lection section differs at every disk. Accurately remov- 
ing the reflective film partially in units of pits is ainnost impossible in the ordinary process. For this reason, duplicating 
the disk made according to this invention is economically sati^ied. which provides a high duplication preventing effect. 

5 Fig. 30 is a flow chart for detection of a duplicated CD due to the low-reflection section address table, while the description 
thereof will be omitted because of repetition. 

Secondly, a description will be made in terms of a formation method of the low-reflection sections. In the process 
(2) of Fig, 47, a deposition preventing section 610 is placed on a substrate of a disk. In the process (3) of Fig. 47, the 
sputtering is carried out. in which case the low-reflection section 584 with no reflective layer is available. In the process 

10 (4), the refractive index n1 of the substrate is made to be dose to the refractive index n2 of a protective layer 61 1 , thereby 
reducing the reflected light quantity on the low-reflection section 584. Since n1 = 1 .55. n2 is set to 3 ^ n2 s i .7. 

In Fig. 48, an ink 61 2 with a low transmission factor is applied in the process (2) and cured with UV (ultraviolet light) 
in the process (3). Further, in the process (4) a reflective film is given. Since the ink 61 2 has a low transmission factor, 
the low-reflection section 584 is available. In Fig. 49, in the process (2) a light shiekiing section 613 is adhered onto the 

75 sutjstrate through an adhesive section 614. and in the process (3) a reflective film is formed by a first mask at a portion 
other than optical tracks of the inner circumferential section to make the low-reflection section 584. In addition, in the 
process (4) the position of the low-reflection section 584 is detected by the optical head 6 to draw up the low-reflection 
section address table 609, then foltowed by the encryption In the process (5). In the process (6). this cipher data is 
modulated to a modulated signal such as a bar code data and recorded as an optical mark on the substrate of a cipher 

20 data recording section 618 by means of a printing section 61 7 and the ink 612. Further, in the process (7) the Ink 61 2 
Is cured ard in the process (8) a reflective film 48 is nnade by the sputtering or the like using a second mask 616 which 
masks portions other than the cipher data recording section 618. The reflected light quantity decreases at the ink 612 
portion, thereby forming the second low-reflection section 584. In the process (9), an envelope in which the light quantity 
partially decreases is reproduced, and in the process (10) the low-reflection section detection signal is reproduced, 

25 whereby the cipher data is reproduced by the bar code demodulating section 621 . As shown by the process (1 1) of Rg. 
49. Since in addition to a bar code 620 a character pattern 622 can also be printed in the cipher data recording section 
619. the characters for the ID numb^ can be printed at every disk, which allows visible confirmation of the ID number. 
In Fig. 50. for printing a circular bar code 620 and character pattern 622 on the cipher data recording section 619. a 
heating head 624 having a thermal transfer heating section 623 is used so as to partially perform the thermal transfer 

30 of the ink 612, applied onto a film 625. onto the substrate so that the ink 61 2 remains on the substrate as shown by the 
process (2). If necessary, an UV ink is employed and UV-cured in the process (3). In the process (4), using the second 
mask 616 a metallic reflective film is provided only in tine cipher data recording section, whereby the optical head 6 is 
operated in the process (5) so as to obtain a reproduced waveform as shown by (6) in which attenuation occurs only at 
the low-reflection section, thus obtaining a low-reflection section detection signal as shown by (7). As shown in Fig. 49, 

35 the digital data is outputted from the bar code demodulator 62 1 so that a CP master cipher signal generates. This signal 
is different at every disK and therefore a different physical ID is obtainable at every disk. As shown in Fig. 52 the disk 
physical ID 626 inherent In each disk, such as the low-reflection section address table 609 being tiie physical information 
inherent in each disk as desaibed in Rgs. 3A and 3B or a stamper physical ID 627, such as the physical arrangement 
table in Rgs. 3A and 3B. and a disk managing ID 628 being a serial managing nunrt>er arbitrarily given by the soft making 

40 company is enciphered as one data train with a one direction function cipher encoder so as to make the master cipher 
626. Accordingly, even if the user try to revise tiie disk managing ID 628. the change of the disk physical ID 626 is difficult, 
with the result that the revision becomes impossible. 

This disk physical ID 626 is randomly formed in the CP optical mark section 61 8 of the Rg. 49 disk so as to have 
an optical mark as shown in Rg. 41. When this signal is reproduced, as shown in Rg. 53, The address is divkJed into 

45 10 angular numbers from 0 to 9 for each optical mark to obtain 10 data so that tiie disk physical ID 626 of 10 figures, 
i.e., 32 bits, can be defined. Moreover, as desaibed above the disk physical ID varies at every disk irrespective of the 
same original record, and corresponds to a specific disk managing ID 628. whereby it is possible to prevent tfie revision 
of the disk managing ID. This can greatly improve tiie password security against the release of the program. In addition, 
although a description was made in terms of the embodiment in which the position of the optical mark is detected by 

so the address and the number of clocks, the disk physical table 609 as shown in Fig. 53 can be drawn up with a low- 
reflection section angular position detecting section 602 of a low-reflection section angular position signal outputting 
section 601 outputting a low-reflection section angular position signal on the basis of a low-reflection light quantity detec- 
tion signal and disk rotational angle information of a disk rotational angle detecting section 335 in Fig. 38. 

When a writable layer 630 is provkied as shown in Rg. 51 , in addition to write a password and the like by a pen, it 

55 is possible to prevent the magnetic recording section from being damaged because the writable layer 630 becomes 
thicker. With the characters and bar code for the disk managing ID 628 being printed on the writable layer 630, the ID 
is checkable at selling agents. 
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(Fffth EfTtxxjiment] 

The f ifth embodiment 'elates tc a .-risthod in which an error sigrtal is intentior^ally cSsposed as a duplication preventing 
signal or a disK .As shewn in Fig. Si. a specnic error sign 532 is arranged in a specific address * clock section of a 

5 legal disk 2. This aRangement infor.raticn is enciphered and recorded as an error sign-address taWe 631 on the disk 
2. This encrypticn infornTation is supplied through a cipher encoder 534 to a physical ID outputting section 633. On the 
other hand, a CP error sign 632 *l "011001 * is parity-checked with an error sign list 634 in an error CP sign detector 
633, and the address * dock for the error CP sign is cutputted from an address - dock position outputting section 
635 and checked with the error sigrv address table 631 by a check program 535. If the coincidernre number n1 is above 

ic a given rate, a decision can be made such that it is a legal dsk This error CP sign *1101 lOOr is corrected tn an ECC 
decoder 36e to be outputted as "i 1 0 1 * 01 1 *. Thus, the output data provides no problem. On the other hand, in an illegally 
duplicated disk 2a. since an ordinary sign 635 after the error correction is duplicated, it differs from the CP error sign of 
the legal dsk 2. In this case, the OLftpct data is the same '1 101101 1 as the that of the legal disk 2. However, the number 
of the error signs to be detected by tie error CP sigi detector 633 is small and the error-sign-address table and the 

ro arrar^iement of the error sigr^ do rot coincide, and hence the check program 535 decides that it is a duplicated dtsK 
which stops its operation. Thus, it is pcsstbie to realize a duplication preventing disk, tn this case, since the duplk:ation 
preventing desk is made only with the charge of the signal arxl the addition of the enror CP sign detecting sectkxi 633» 
the system can have a simplified strxxrture. 

Secorxily. a descnption wOl be made with reference to Rg. 56 in term& of a method of accompltsNrtg the ocpy 

20 protection (CP) using a special EFM translation table 636. In the EFM translation, tfie original data 637 is modulated to 
the standard sign 635 "00100001000010* which in twn. is decoded to the nrodulated data 638 in an EFM decoder 592. 
In the dLpitcation preventing disk 2, a CP spedal sign 639 is recorded in place of the standard sign 635 tor a specific 
address onfy. In the case of the EFM demodulation, the sign is decoded to the ordinary data 638 "01 101 1 1 r. For this 
reason, distinguishing can net be made with only the output data. 

25 A detailed arrar»gement will be described wrth reference to a block diagram of Fig. 55. For the legal disk 2, a CP 
special sign detecting section 646 detects a CP special sign 6639 arxi a CP special sign address outputting section 641 
outputs the CP special sign address, in a legal disk checking section 535. it is checked with a CP special sign-address 
table 642 decoded by the cipher decoder 534. If the checked value exceeds a refer^Ke value nO, a decision s made 
such that it is the legal disk. Since orty the standard signal 635 is recorded in the illegally duplicated dsk 2a. the CP 

3c special sign detecting section 640 does net generate the CP special sign detection signal except that an enror occurs. 
Accordingly, a legal disk check section decides that it is an illegal disK thus stopping the operation. 

Thus, the empioymert of the EFM special translation table 636 allows the copy preventkjn at the stage of the nxxl- 
ulation signal. As compared wrth F^g. S* error special sign method, the duplication becomes more difficult. In addition, 
the structure becomes simple because or the change of the signal only. 

[Sixth Embodimert) 

A description wifl t>e mace in terms of the sixth embodiment which involves an install .managing method using the 
master cipher 629 and a dealer code Fig. 5d illustrates an entire cperatk^nal flow of a sub-cipher decode 843. This 

4C flow chart is composed of three nrtain steps of a soft company process step 405a. a dealer process step 405 and a user 
process step 405c. Rrst. in the soft company process step 405a. as desaibed in the Rg. 52 first entDOdiment a master 
cipher encoder 537 in the tunrp enciphers an original record 10 627 inherent in the original record, a cfisk physical 10 
626. a disk nrtanaging ID 628 such as a serial number, and a sub<ipher decoder number ns. for example, ns a 151 . to 
make a master apher 329. 'Aith this operation, the prevention of revision is possible. One dealer number ns is given to 
each dealer or sen/ice center tn each disK a sub-cipher decoder number ns 644 (for example, ns • 151) is set in the 
master cipher 629. Accordingly, a sub-cipher 545 in the Fig. 57 disk can be encodeed only by a sub-cipher encoder 646 
whose dealer number is 1 51. In this disk, the sub-cipher decoder 647 is set with the ns (for exanple. ns = 1 51) and the 
master cipher 629. AccordirTgly. wen il the encoding is tried with a sub-cipher encoder 546 different in number, the 
operatk}n does not start Thus, only the dealer whose ns » 151 can treat the ns3l51 dpher encoder 646a tor the dsk 

50 control such as the release of the program and setting of the number of machines to which the install is allowable. 

Furthermore, in the dealer process step 405b. asub-nrtanagemerrtdata is produced which irviudes the disk physical 
10 626 and further Includes the disk managing 10 626, the number 650 of machines to which the install is limited, the 
time limit 651 for use, the service password and so on. The ns=«l5l dealer makes a secrete of the sub-management 
data 649 arxJ encrypts it with his ns=T5i sub-cpher oncode^ 646a to make a sub-cipher 645. This sub-cipher 645 is 

55 recorded in the magnetic recording sectk^r of the disk 2. 

Still funher. in :he user process steo 405c. the master cipher 629 is reproduced so that the master managrig data 
648 is decoded wnn the master cipher decoder 534. The original record duplication is checked with the original record 
physical iO iherecf and the revision cf Te !0 number is cnecked with the disk physical 10 626 ano the disk managing 
iO 628. The sud-c:oher decoder numoer 544 is decoded, and in a step 405d the siij-cipher decoder number ns (for 
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example, ns = 15i) is selected. !n the optical ROM section of the disk 2 there are recorded the sub-cipher decode 
programs (for example 001 to 39S) ard data enciphered. The specific, i.e.. ns = 1 51 . data is reproduced therefrom and 
the ns«i5i sub-cipher decoder 5-i7 is decoded through the master cipher decoder 534. In this case» since the sub- 
cipher decoder is enciphered. -evisicn is impossible. The sub-cipher decoder 647 decodes the sub-managenr>ent 

5 data 549 on the basis cf the sub-:"cnef. Since the physical ID 626 is included in the sub-management data 549, the 
data revision is checkabe In addiscn. since the number 550 of the install^Jone machines, the time limit 651 in use and 
the release program nuntDer 652 are recorded, it is possible to limit the program number released and the nunrber of 
the install -allowable machines. This setting can arbitrarily be carried out by the dealer. Accordingly, taking the sellrig 
situation of disks and softs into ccrsideraticn, the dealers staying in areas of countries can fieriorm the most suitable 

rc settir-g. 

The Fig, 57 operational flow -wiil further be described with reference to a flow chart of Fig. 58. In Rg. 58. in adcfition 
to a disk fabricating routine 4C5a for tie soft company and a disk use limit routine 405b for a dealer, there are newly 
provided a program use-allowing -ot-tire 405d for the deaJei- and an install routine 405c for the user. First, in the disk 
fabricating routine 4C5a. an original : eccrd is fabricated in an original record fabricating step 41 Oa and the original record 

?5 physical ID such as the address-cccrdinate table and error -address table are extracted. A disk substrate is made on the 
basis of the original record and in a ?irsi metallic reflective film producing step 4iOb a physical feature different at every 
disk is made, far example, in such a manner as inter rrHtterrtJy providing low-r^Iection sections with no reflective layer as 
desaibed above, b^ore the disk physical 10 being extracted. 

A serial number generating step 4 1 oc is executed to generate a disk managing I D wrth a serial number cfifterant at 

20 every disk and designates a sufc-dpher decoder number ns, and a step 4i0d is executed to encipher it with a nrraster 
cipher decoder to make a disk master cipher, and further a step 41 Oe is implemerrted to record on each disk a recoftfing 
number such as a circular bar code, differem at every disk, in a second metaific reflective film process. Or, in a step 410f 
it is recorded in the magnetic recording layer before the fabricatfon of the disk 2. In the dealer step 405b for the next 
number ns. a step 41 Og is executec to make a dealer sub-managemert data 649. and a step 4l0h is inplemented to 

25 make a disk sub-cipher by a sub-dcher efy:odier 646 with the nuntier ns, and further a step 41 Oi is executed to record 
it in the magnetic record ng layer. 

In the next user install routine 4C5c a machine ID is read out and registered in a machine ID recording area 655 of 
an install nrtanaging data 654, then foiJowed by a step 410k to record the machine ID in an HDD and to confirm an mtall- 
allowable flag 653 with a basic program number that the install is pennitted in the disk 2, Rags 653a, 653b and 6S3c 

30 Show the install permissions to the machines with I D1JD2 and 103, respectiveiy. In the illustration, the install is allowed 
to the machine IDl and machine ID3. After the install, a step 4lOm follows to record all the install managing data 653. 
Subsequerrtly. a step 4-; On is executed to perform the operation for a new program np being installed for a fee, then 
followed by a step 4^ Op to make acsciticrEai install managing data 654a when the new program np is newly installed the 
machine 101 and machine 102. in re data, the install allowing flag 653 rises on install allowing flags 653f and 653h. 

35 This data is transmitted to the deajsf. :n :ne dealer use allowing routine 405d, a step 4i0u is for the dealer to check the 
receipt of the fee for the program rstasl. if 'YES", the operational flow goes to a step 4tQv to encipher the additional 
install managing data 554a with -^e suc-c:pher encoder No. ns. and then advances to a step 4iOw to make an install 
managing number, which in turn, is ieirvered to the user. The user receives the install managing number 655 in a step 
4lOq, and decodes the cipher wrth tie sub-cipher decoder Na ns to decode the additional install managing data 645a 

40 in a step 41 Os. and further install the new program in a step 4101 At this lime, in a step 41 Ox. the decoded physicaJ 10 
data is checked with the physwai :D data measured from the disk. It OK, the operatfonal flow proceeds to a step 410r 
to start to install the program ntx If the revtswn has been made, the physical IDs are not coincidont with each other, 
thereby preventing the illegal revision. In this case, of the additional program np, the instal allowing flags 653a and 653c 
assume T. which permits the program install for the machine IDI arxl machine ID3, 

(Seventh Embodiment) 

Furthermore, as the seventn errcodment, there are deserved a method of recording data by the second low- 
reflection section described in the fourth embodiment and a fabricating method. Rg. 5 shows a method of endphering 

50 the address-coordinate position irrformation 532 to record it in the optical recording section of the original record. On 
the other hand, when as shown in rjg. 15 the address-coordinate position information 532 is encrypted to make a bar 
code like mask pattern to form a reflective film inclixJing a bar code like non-reflective portion, the bar code pattern is 
repfodudble through the optical head 5. in this case, for the reproductkan cf the duplk:ation preventing signal, it is also 
possible that the optical reproductcn surface and the protective layer 610 opposite thereto are nnade to be transparent 

55 and. in addition to the optical heed 5. an octical sensor is provided at the opposite surface side to read out the bar code. 
Further, when the clock signal is des;gnecl to be reproduced from the bar code to perform the rotational control of the 
motor, a constant speed rotatior of ^^e rnotcr is possible at recording to the magnetic recording section. As shown in 
Fig. 46 the address position of the :;ccy protect optical mark and the pit arrangement aredetected to distirguish between 
the legal disk and the illegally duciicated :l'tsk to remove the illegal disk. Although an RSA function is employed as the 
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cipher function, it is also approcnate to use an dliptical curve function or OES function instead. In Fig. 59. the angular 
position relationship between me corical mark 387 and the address position vary at every disk. Therefore, it is a(so 
possible that the angular differsrca s treated as the disk physical ID. 

The seventh errcxxiinent erxlcys a .-riethod different from the fabricating method of the fourth embodiment. That 
is. as shown in Fig. 5C tie ba.' ccce like :cw-ref lection section 584 is made by means of a laser trimming device. In a 
first laser trimming process sho^n 3y (3) and (4). a light beam from a laser 643 is operated to take a scanning mcvemern 
through a laser scanner 544 to n-ate a ncn-iinear pattern 653 so that a low-reflection section 584 is formed in the process 
(4). According to this inventon. as snown by (3) the laser cutting Is made zigzag but not linearly. For this reason, in this 
inventwn the low-reflection secticn is detected in unrtsof IT. and for the duplication of thedisk according to this invention, 
it is required that the cutting be made in units of pits. i.e.. with accuracy below 0.8 um in both the vertical and horizontaJ 
directions. On the other hand, since the accuracy of the general-use laser scanner is above 10 ^im. the duplication of 
the non-reflective section 534 Is ^rrocssifae through the equipment commercially availaWa. 

As we*l as in Fig. 49. as shewn in Fig. 61 an ID mark is made at random by the laser trimming in the process (3) 
and the address of the tO mark and the ciock number are detected in the process (5) and these data and the logkal ID 
are enciphered in the iurnp. In the 3ecor<: laser trimming process (6) this cipher is recorded as a pulse width modulated 
signal such a bar code with the result tha: ?ie disk (D number different at every disk and irr^x^ssible in revision is formed 
in the optical recording section of a CD. As shown in Fig. 67. in the process (2) the physkral arrangement information 
532 of the original record is in advance detected and encrypted through the cipher encoder 537 so that a CP bar code 
signal is made in a puiso width modulatirtg section 656. Further, in the process (3) a portion of the inner circum«ererttial 
section or outer drcumfarerrtial section of the original record completed is removed by means of the laser trimming to 
provide a portion with no pit at the pulse wcJth of the CP bar code signal. Only data comprising Os arranged successively 
is r eproduced from this area. In the process (7) the bar code pulse duration is measured in a P WM demoAjlating sectiof) 
621. thus demodulating the copy protect data. The Lser can detect the duplicated disk in this way. Further, as well as 
in Fig. 32, as shown in F?g. 63 the disk 2 is completed from the first original record 573 in the process (6). and the physical 
arrangement information 532 cf the first original record 575 is encrypted and recorded so as to fabricate a second original 
record 575a. In addition, in tie process (8) a transparent layer whose thickness is 30 am is provided on the first reflective 
film 48, and pits are formed on th e basis of the second original r econj 575a in accordance with the well-known 2P method 
before the second reflective film 48a is formed. Thus, the physical arrangement information 532 of the first reflective f im 
48 is recorded on the second reflective film 48a, whk:h can realize a highly duplication preveriting disk. 

A detailed description will be made with reference to Rgs. 39 and 97 in terms of a recording method and detectffTg 
method for the second cw-ref lection section 751a recorded in the recording medium 2. First, as shown in Rg. 97 a 
plurality of second low-reflection sectkins 75 - are set in a TOC area 752 of the recording medium 2. Due to the presence 
of the secorxl lew-reflection sections 751 . data error takes place. That is. the area of the second low-reflection sections 
751 is excessively large, there is a posSica;ty that the normal signal does not develop. As means to avoid this, this 
invention employs two -^ys. The ''rs: way is. as shown in Fig. 97, to provide an area 758 with no second low-reflection 
sections on a track inatcing the secc.'xl lew -reflection section area 759 In this case, the area 758 with no second Icw- 
ref lection sections is required to be 'arger than a 1 -track TGC infonmation area 760. Thus, even if the data is not decoded 
at ajl from the second tow-<9f!ecticn sec-Jon sff ea 759, the data is completely reproducible from the second tow-reflection 
are 760, Accordingly, assurr^ing that the length of the area 758 on the track is taken as dN and the length of the 1 -track 
TOC information area on the track is taken :o be dT. if dN > dX the TOC data corresponding to one track is reproducWe, 
If the reproduction is sueiy made with one revolution, only dN > 2dY is required as a condition. Since for CD-ROMs 
only the data corresponding to one track is recorded in TOC. if dN > 2dX the TOC data can surely be reproduced with 
one revolution. !n the case of the CO-rOM. since dt =. approximately 15 mm. as long as the portion not having second 
low-reflection section is payv^ec Dy length of about 3 cm in one revolution, all the remaining portions can be used for 
the bar code sermg as the seccnd r^lecticn section. 

Secondly, a description will oe .T^ade in terms of the interval dr between the second tow-reflection sectfons 751 a 
and the like in the seccnd "ow-ref-'ecton section area. If the interval is excessively made nan-ow. the frame synchronizing 
signal is difficult to detect, so that re rotational control becomes impossible. For instance, the second reflective section 
is about : Q microns in width. For Cds the internal between the frame synchronizing signals is 1 30 microns, and therefore, 
if dris 36 microns, the prcbabtirty that the frame synchronizing signal is broken is 1/4 so that the rotation sen/o operates! 
One of two frame synchronizing signals is needed. Accordingly, assuming that the average width of the secorxj reflective 
section is taken as dw. if at least dw < dr. the rotational control becomes possible. 

The second way is that, in the case where the data amount to be recorded in the second low-reflection section 751 
is small, the inter/al 753. i. a. dr. oetween the second low-reflection sections 751 is set to be larger than the interleaving 
length dl. i.e.. dr >dl. This aitows the :orrecticn of the data error. 

Moreover, a descrpdor will oe m^Ce wrth reference to Fig. 97 in ietms of a method of reconjing the ID nurr^er and 
a secrete key 77 1 such as Tb RSA c:o^ar for the cipher communication. In the Fig. 97 recording system, a mixing means 
548 mixes the *irst phys<:ai ^eafiLjfe r.rr.-ratioo. ID number, and the secrete key 771 from a secrete key generating 
means 73 whtch ne mxtua ss .r umc enciphered in an encryption means and modulated in a PWM. or tar code. 
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modulating means 763. In acJdrticr. a portion of the reflective film is removed by means of a recording means 762 such 
as the aloresaid laser trimming device, thereby creating the bar code-like second low-reflection section 751 as shown 
in Fig. 5i . For the reproduaicn. recr oduced signal from the optical head is demodulated by a PWM, or bar code, 
dennodulating means 7S3 and -i^a secrete key is separated therefrom in a secrete key outputting section 765 so that the 

5 secrete irribrmation such as code figure of a credit card to be transmitted is outputted from a communication data 
outputting section 767. The secrete irrformation is enciphered with the secrete key 771 in a cipher encoder 767 having 
a one direction function such as tr.e r^SA function to create the secortd cipher, which is transmitted from a communication 
section 768 through a communtcadon line 774 such as an internet to a second computer 770. 

In the second computer 770. a communkration section 759 receives the secorxi cipher and a cipher decoder 774 

rc searches the secrete key 771 from an ID number 776 of a corresponding table 775 to decode the secorxi cipher on the 
basis of the secrete key 771. In this way. the code figure of credit card of the user is available in the second compiiter 
770. The internet provides a pro6sm in that the data security is low. However, according to this Invention, a unk?ue ID 
number and the ccmmunicatior secrete key independent of :he ID nuntjer are recorded in the CO-ROW delivered to 
the user, whereupon the jser car z<(ier a product to the second computer in accordance wrth a catalogue for shopping 

^5 or the like included in the CO-RCM and. when giving the code figure ot the credit card, send the information enc?)hered 
with the secrete key Cn the ether hand, the second computer can surely decode it with the seaete key 771 of the 
con-esponding taWe 775. In the case of Losing the CD-ROM. the internet security drastically improves. 

[Eighth Embodiment] . 

20 

In the eighth embodiment, the inphase and negative-phase (antiphase) pits are detected as the second physical 
feature informatkjn. As shewn in rig. 62A. when detecting the address An, a oorrtrd section 10 supplies an on- track 
switching signal to a tracking control drcuft 24. and a track servo polarity inverting circuit 646 inverts the pdarity of a 
tracking servo circuit 24a. there results in the change from the on-tracking state, i.e.. traveling state on pits 46, as shown 

25 in Rg. 62B to the reverse poiarrry ser/o state as shown in Ftg. 62C. Further, since a pattern comprising pits 46a and 
46b is controlled to be located at arcs of optical servers 648a arxi 646b. the light beam travels between the two accent 
tracks. As shown in ng. 62C, wner tie pits 46a and 46b of the acSacent tracks are in phase with each other, the crosstalk 
signals thereof are ennphasized to produce an inphase reproduced signal 650. When being not in phase with each other, 
the normal signal does not occur !n particular, in the case of being 180-degree out-of-phase. the crosstalk signals are 

3c cancelled each other so that a sigrtai whose amplitude does not vary is reproduced. 

As shown in Rg. 63. when the off-track signal of all the data is reproduced from a CO, a pluraiity of pits 46 of the 
adjacent tracks are completeiy ccrcident and in phase with each other at an extremely low probability. In this area the 
continuous inphase signal blocks S52a. 353b and 653c are detectable for a given time penod Ts, When jumping from 
a specf ic address An to an off-track, ociy the inphase blocks 653 are selected and extracted which reach the frame 

jf sync signal S54a of the inphase o*cck Si. Further, the address An. arrangement angle On and inphase reproduction 
codes 352a. 5S2b are stored \n :r9 original record physical ID table 532. Tnis table is recorded in a bar code-like non- 
reflective section of an cpticai rCM section of the CO. or recorded in the magnetic recording section. For the reproduction 
of the CD. the original record prysicai ar.-^ngement laWe 532 is reproduced from the magnetic reproducing section of 
optical reproducing section in Rg. 52 and fed to the checking section 535. As shown in Fig. 63. on the basis of this data. 

<c the angle is set to 0 at the address Ak arxJ then the jumping to the off-track is made at the address A1 . The frame sync 
signal 654a is detected and at this trne the angle 81 is measured. Simuttaneousty. the irphase reproduction code S52a 
MOOOlOOOiOOr arxl the negative-phase reproductkxi code "OOOOOOO" are reproduced. The checking sectksn 535 
checks whether or not the measuremefTt data is coincident with the original record physk:al ID table 532. If not coincident 
therewith, the output/operation stepping section 536 stops the operation or output of the program. A similar check is 

*5 made to the inphase Week 653b cf tie address A2 so as to check whether or net the angle 82 of the frame sync signal 
of the inphase reproductwn signal and the inphase reproduction code 652 -ICOIOOIOOOV coincide with the original 
record physical ID table 532. 

In Fig. 63 method, the check 5 rade as to whether or not the inphase reproduction code 652 of the inphase block 
is in coincidence. For duplicating this portion, the pit positions of the adjacent tracks are needed to be precisely formed 

50 with the accuracy of period T » 0.5T at a frequency of 4.3 MHz. This accuracy is impossible except that the original 
record is cut at CAV. At the same time, the angular positkjn On of the frame sync signal 654a is measured. The portion 
between the inphase blocks 653a and S53b is recorded with CLV. Accordingly, the high-accuracy recording is required 
with CLV for the coincidence of tJe angUar position On. That is, for the angle 9n being completely coincident with the 
inphasa .'eproduction code. CLV cortroi Is made with the accuracy of 0.5T to fabricate Ihe original reccrd. Thus, realizing 

ss this by the existing systerr^s is irrocssible. and the connbination of the angle 9n and the irphase reproduction code alksws 
the prevemion of dupiicatxxi of tre orginal record. 

In rig. 63. the frame synchrcri::ng signals 729a and 729b of the two adjacent tracks beccme in phase -A^h each 
other arxl the area in whtcn the rcrase frame synchronizing signal S54a is detectable is iourxi and used as the first 
physical feature informaticn. .As s."cwn tn Fig. 93A. because of CLV recording, as the rotational angle 6 increases, the 
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nurr^er of the recording pulses per one revclution increases as indicated by a curve 730a. in the case of the disk 
manufactured with CAV. the motor rotates at a constant speed, which allows the duplication of the recording signal with 
accuracy of 0.5T. On the other hand, in the case of the disk manufacturad CLV, the operation is performed at a 
constant linear velocity, and hence :* is inx>cssibie to accurately c^uplicate the ar»gles at which the pits are arranged. 

5 - Since the disk of this iriventicn is manLffacrured with CLV, it is impossible to achieve the high angular accuracy by the 
ordinary original .-ecord fabricating apparatus for CLV or CAV when manufacturing the disk. However, in Rg. 93A. if, 
taking note of the fact that -he number of the recording pulses between a pair of inpnase recordirtg signals 731a and 
731b at the points A and B separated by one revolution is nO. a constant rotational angular velocity by which the number 
of recordir^ pulses per revolution becomes just nO is calculated and the system is switched from CLV to CAV oniy in 

:c the A-S area so that the nxrtor rotates at a speed for CAV and the CAV recording is made only in the A-B area, the 
recordir>g conresponding to the ojr^e 730b becomes possibe. That is. if a CLV/CAV switching type original record fSab- 
ricating apparatus is developed in future, the duplication of the points A and 8 be possiWe with accuracy of O.ST 
in the two-point system, while the life. i.e.. the time period from the elimination of the protect to the release of a pirate 
edition, ler^glhens from 3 years to 5 years. 

•5 Fig. 92 illustrates a three-point coincidence system taken 'when there is a need for a higher protect Iwel. In the 
three-poffii coincidence system, the first physical feature information is obtained from an inphase area 732 in which 
three frame synchronizing signals 729a. 729b, 729c of the adjacent trades 727a. 727b. 727c are arranged in phase wHh 
each other. Although the prcbabirrty that the three frame synchronizing signais are in phase with each other is low, 
according to the probability calculation, there are 63 areas per disk in the case of CO-ROM. In other words, there are 

20 several areas on any CO-ROM. Thus, it is pcssble to use the thvee-poirTt coincidence system, i.e.. empioy the two 
inphase frame signals as the first physical feature information. 

A description will be made in terms of a detection method similar to the Ftg. 63 method. In the pit arrangement 
shown by (1) of Fig. 92. In response to the detecton of a rrork signal 726a subsequent to a specific An address 725a 
in a track 727a, the tracking is jumped toward the outer circumferentiai side and the polarity of the track servo is inverted 

25 as shown an Fig. 62 to carry out the cff-fack travelling, thereby jumping to an off-track 728a between the track 727a and 
a track 727b. Thus, the off-track section of the inphase signal area 732 is reached so that an inphase frame synchronizing 
signal 654a is outputted as s'lown by a waveform A in (2) of Fig. 92. The frame synchronizing signal has 
pit length of 1 1T and. hence, is easily dstinguishable from other pits. In a reproduced clock waveform shown by (4) of 
Fg. 92. chedcng is made as to whether or not the count number ns of pulses from a mark signal 726a of a reproduced 

3c clock signal 733 is coincident with the mn^ser of pulses 734 in a<>/ance included in the first physical feature infbrmatksn 
in Ftg. 33, whereby it is possible to prevent another inphase frame synchronizing signal from being detected in error. 
After the detectkxi of the inphase frame synchronizing signal 6S4a. the jurrping is made from an on-track 728a to an 
on-track 727a at the outer crcumf erentiai portion to corrf trm an address 727d. i.e. , Ap + 1 , wher^ confirmation can be 
made such that the detected inphase ^rame synchronizing signal S54a is an inphase signal of the tracks 727a and 727b. 

35 thus inproving the security. 

Furthermore, a description will be .rtade in terms of a method of detecting an inphase frame synchronizing signal 
5S4b between the Tacks 727a and ?2?c. After the detection of the address 725a in the pit anangement shown by (1) 
of Fig. 92, the jumping is made to a track in the inner circumferential skie ana the polarity of the track servo is r ewersed 
and the travelling is made on the off-track 728b, whereby as shown by a waveform B in (5) of Fig. 92 the inphase franrre 

4C synchronizing signal 654b is detectable as iong as it is a legal disk. Subsequently, the jumping is further made to a track 
727c Closer to the outermost circumferential portion and a given address 727e is detected, whereby it is possiWe to 
confirm the off-tracking between the tracks 727a and 727c- This permits the detection of the inphase frame synchroniring 
signals at three points. 

As shown by a curve 730c in Rg. 93 B. the = nphase signals are arranged at three points at an inten/al of 360 detp'ees 
45 with accuracy in unit of submicron, while the number of recording pulses is nO between A and B and nO + AnO between 
8 and C. Accordingly, in the case of oerforming the CAV recording, although the portion between A and B is duplicable, 
the portion between B and C takes the ojn/e 730d whereby the point C is not duplicable (only the point C* is duplkraWe). 
That is. the nurrber of recording pUses lacks by AnO and hence difficulty is encourrtered to duplicate this by the CAVyCLV 
switching type original record fabricating apparatus. Thus, the three-poirrt coincidence method increases the degree of 
fc difficulty in dtplicatkin to more effectively prevent the fabrication of the pirate optical disk. 

Fig. 94 is an illustration for describing the de(yee of difficulty in duplication in the case that a track in whkJi two 
inphase recording signal areas exist in one revolution is used as the first physical feature information, which is higher 
than the degree of difficulty in the twc-pcint coincidence system. In the case of the three-point coinciderxe system shown 
in Rg. 938, the de^ee of difficulty in duplication becomes high, while the duplication may be possible with a clock control 
55 system betng incornorated into the CAV/CLV switching type. However, in Fig. 94. if in addition the points A and S, the 
poims C and D are provided in one re^ciuticn as irtdicated on a curve 730e to constitute a four-point coincidence system, 
a technkiue is rsctired wnich measures the point C with angular accuracy of 10-7. whereby the duplication becomes 
extremely :3ifficul:. :n additicn to the atcrementioned dock control system there is needed an angle detecting means 
with an extremely "iigh accuracy, whicn rsiies on a technique which would be developed in future. Thus, if as shown in 
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rig. 94 the four-point coincidence system is employed, i.e.. two or nnore areas including the inphase r ecorcfing pits are 
provided in one revolution and used as the first physical feature information, the duplication becomes extremely difficutt. 

(Nirrth ErrtocSment] 

The ninth embodiment invciVes tne detection of dirt or dust on a disk. As described above, a disk such as a CD 
according to the embedment o^ this invention has a magnetic recording layer on its label surface. When as shown in 
Fig. 64A foreign substances 355a, S5S). 655c such as dust exist on the magnetic recording layer, the recording char- 
acteristic deteriorates. In a reproduction output detecting section 657 in Fng. 40, the reproduced output and a reproduction 
output reference value 658 are compared with each other, by which comparison the deteriorating state is detectable. In 
this case, since the relative angle is found oy a disk rotational angle detecting section 335, the position of the track, on 
which -^e foreign substances 355 are present and the angular position OO are detectable. With the position of 'the 
optical surface and angular deviation of the printed label being recorded on the magnetic recording layer, it is possible 
to calculate the angle of the cu:put-Iowering portion on the labei-printed surface. In addition to the label-printing angles, 
the reproduced-ouiput lowering sections 659 are displayed as the output-towering marks 560a, 660b. 560c on a window 
567 of a dispiay section 16 as shown in Ftg. 64B. whereby the user can recognize the places at which the foreign 
substances 655 exist and can easily rennove the foreign substances 655. If the coordinates defined by vertical lines 1 
to 7 and horizontal lines A to G are set in both the disk 2 and the display section window 567. Fig. 85 illustrates an 
exanpie of an an-or message to the users on the windows 567a and 567b: Rg. 66 iUuetrates a foreign substance cleaning 
instruction routine in detail. In Fig. 66. in the case of recording a track Tn in a step 471a. a step 47ld is executed to 
reproduce the track Tn and a step 471 f is then executed to check whether or not the output of a reproducod-output 
detecting section S57 is above a reference value, if being below the reference value, the operatronal flow goes to a step 
47ii. If this is the first time, a step 471} is implemented to display the Rg. 65 error message for disk cleaning, before the 
disk ts ejected. Further, the operaiionai fkjw returns to the step 471d. If the output level is above the reference value, 
the recording isperformed. Cn the ether harxi. if not above the reference value, the operational flow advances to a step 
471 r to have the disk again cleaned by the user. If the reproduced output is not restored inrespective of cleaning it three 
times, the operattonal flow proceeds to a step 471 x to abandon the track Tn. At the same time, the data is recreated 
from the interleave data on another track and recorded on a new track Tn + t Thereafter, the recordng or reproduction 
is completed in a step 471 z. 

(Tenth Emioodiment] 

In the terth embodiment, an offset signal is detected as the second physical feature information. As shown by a 
waveform (2) of Fig. 31 , the pulse width of the signal is changed on the bass of the offset signal during the cutting of 
the original record for cnarge cf the duty -atio. whereby an offset voltage aVs develops as shown in a waveform (5). 
This is detectable by detecting the difference, i.e.. the offset voltage AVs. betA^een the reference slice level vdtage and 
the slice level ^/oltage from a siice level Vs cutputting section 38b of a waveform-shaping circuit 38a in Fig. 40. in Rg. 
38. the offset -ADhage arrangement infomr^ation of the disk physk:a) configuration table 532 is checked with the anguiar 
position or address arrangomem from an offset voltage detecting section 660, whereby the detection of an illegally 
duplicated disk is possible. 

(Eleventh £mbodment 

A description will be made in terms of a method of stopping the operation of a program on a pirate disk and a method 
of stopoing the operation of a program illegally copied. Since it is designed to be treated in a CPU 665 of a personal 
computer 675 including a disk drive as shown in Rg. 69. the descriptwn is made of the difference in harcfware from Rg. 
40. In.-tg. 59, a second demodulator 662 different in sy stem from an MFMdemodulator30d is provided as a demodulator 
of the magnetic reproducing circuit The switching between the second demodulator 662 and the MFM demodulator 30d 
is made through a swrtching sectwn 361 Since the corresponding modulator is placed only in the factory, the reproductwn 
is possible but the complete recording is Jmpossible. For this reason, in the case where the area specially modulated in 
the factory is recorded, the specially modulated signal is not recorded. In the drive side, the control is made by the CPU 
565 such that the recording is impossibie except that the specially modulated signal in the area is reproduced. Accord- 
ingly, it can be considered as a logicai 'wrile once* area and the recording can be done once. If the machine ID is 
recorded in this area, it becomes difficult to revise it by the user's drive. This prevents the install from being made to 
machines whose .number is larger than the number of the machines allowed. In addition, the prevention of the start-up 
o( operation cf the orogram with the same ID numtor is monitored through an HOO of a second personal computer 663 
connected through an interface 1 ^ :o a network 664, thereby preventing the operation of the soft illegally copied. The 
operation of the CPU 565 including re foregoing operation will be described wrth reference to a flow chart. 
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Fig. 70 is a flow chart for describing ^^e operation for installing a program. After the confirmaticn of the insertion of 
a disk in a steo S66a. in a step SScfc the install starts in response to an install instruction. In a step 666c the display on 
the user s name and user's er:vironnerrt :s made on an input screen so that the user inputs at least the user's nama It 
inputted, the operationaj Hew ^oes :o a step 667. acting as a legal disk checking routine, where check is made as to 
5 whether it .s a leal disk cr a pirate 3Jsk. detailed description will be made with reference to Fig. 72. The control enters 
into a check routine 667a. then foHcwec! by a step 567b to reproduce the optical disk, more specifically, to reproduce a 
serial number enciphered witn a one direction function and recorded in the optical disk and different at every disk, arxJ 
the information on the cipher decoder. In a step 667c, this cipher is converted into a plain text (non-dphered text) through 
the cipher decoder so as to obtain the 10 number and physical feature information designated at 532 in Rg. 38. In a 
!C Step 667d the disk physical feature infornnation is measured to obtain the measured physical feature informatk5n which 
in turn, is checked with the aforesaid plain-text physical feature information. The detailed description will be orritted 
because cf being made above. A step 567e is for checking whether or not the check result shows the coincidenca Jf 
not. in a step 567f the display incicaiive cf 'duplicated disk* is made on the saeen and the program is stopped. On the 
other hand, if 'YES", the operatksnal flew proceeds to a step 658 to implement the machine ID check • fabrication - 
;5 recording rcuf ne. A detailed description cf this step will be made with reference to a flow chart of Rg. 73. Rrst in a step 
668a ail the machine 10 numbers installed are read out from the magnetic recording section, i.e.. a write once layer 679 
in Rg. 76. of an optical disk, and then the =0 nun^r inherent in a personal computer and recorded in an HDD or ROMIC 
of the personal corrputer is read cut so as to be checked with the machine 10 numbers. If the decision result of a step 
668b indicates the coincidence; the operational flow goes to a step 668m to exit from this routine. On the other hand, if 
20 no coincidence, a step 668c is axecued to confirm, from the magnetic recording section, whether or not there is stiB 
present the flag indicating the remaining number of times of install to machines, if the answer of a step 668d is "NO", 
the operationai flow goes to a steo 668e so that the operation stops. On the other hand, if the answer is •YES*, the 
operationai flow proceeds to a step 368f to check whether or not the machine ID is present in the personal computer 
body or HDD. It ^ES". the comrcl jumps to a step 668h. If "NO*, a step 668g is inplemented so that the random nun*er 
25 generator generates the machine iC whicn is recorded in the HDD. The next step 668h is executed for checking whether 
or not the install of the soft into the HDD nas been completed- if *•N0^ the control jumps to the step 668m. In this case, 
there is no pass. On the other hard, if *YE3". a new machine ID tor th's personal computer is recorded in the magnetic 
recorcfing section, i.e.. write once layer 679. of the optical disk. If OK in a step 668j. the operational ftow goes to the step 
668m to exit from this routine, tn this routine, because of the use of the write once layer 679. the user's drive can net 
3c revise the machine ID. which prevents the illegal dubbing. Thereafter, the operatk)nal flow goes to a step 666f in Rg. 
70. The TOtall operation starts in a step 566g and the legal dpher decoder checking routine is implemented in a step 
669x. This routine will be desc-toed in detail with reference to Rg. 74. A step 669a is executed to read out the cipher 
decode program recorded in the program installed and a step 669b is subsequently executed to read out specific 
encrypted data from the pro-am or :-0C. then followed by a step 669c to convert the data into a plain text through the 
25 cipher decode program. A stec 6c3d is imclemented in order to check 'Aether or not it Is right, if right, in a step 669f 
the piain-texted data is incorpcratac as a zcrHon into the program a for operation. The operation is checked in a step 
569g. n it -s not good, rhe operabcra. flow advances to a step 669h to stop the program. If OK. the control advances 
through a step 56Si. In this case, tf-e operational fbw returns to a step 666h in Rg. 70 wherein, checking the instaJI- 
aliowable flag 653 described with reference to Fig. 58, and if. for example, the third install-ailowabie flag is vacant the 
4c figure of the basic program number 'OOOCOO0 1 " is taken up one place so as to issue the program licence ID number IDn 
'000000013* which in turn, is given to the program to be installed in the HOD before recorded. When the install of the 
program is completed in a step 666i. a step 666j folkjws to check whether or not the machine ID for this personal computer 
has been recorded in the HDD and optical disk. If ^ES*. the operational flow proceeds to a step 566k. If ^NO*. the 
operationai flew advances to a step 56ax to perfonn the machine ID check ^ Drawing-up • recording routine and then 
43 cany out the operation which has aiready described with reference to Rg. 73. Altfx5ugh the same explanation will be 
omitted, since at this time the oasic install has been conpleted. the answer of the step 668h turns YES whereby the 
new machine ID is recorded in the rnagnetic recording section of the optical disk in the step S68i. In addition, when the 
step 668j decdes the completicn, the ccntrol passes through the step 668m to exit from this routine. Thereafter, the 
operational flew returns to the step 5c6k to record the user's name on the write once layer 679 in Fig. 76 and to record 
50 the environment setting information on a rewritable layer 680. Since the user side drive can not revise the user's name 
as described above, it is possib e to ewse the illegally copying person and hence to provide the copy preventing effect. 
In a step 566m. the physical address arrangement ol the installed program in the HDD. for example, the starVerxl FAT 
information and/cr the mark infcrmaticr cf the install ID. is recorded in the HDD and used as the copy detectran infor- 
mation aftepA^rds. ff OK in a step 666n. the operational flow goes to a step 656p to eject the disk and then to a step 
55 566q to complete ail the install. .Acccfding to this invention, the disk check allows the elimination of the pirate edition, 
and the check cn the replacemient cf tne cx^rter decoder improves its security. 

The operational flow subsecuerr :c =:g. 70 will be described with reference to Fig 7i. WHh ihe above operation, 
the pfogran^ .s ores instaHed in rhe -CC 532 m Fig. 69. When the start-up instruction for this program is inputted in a 
step 571 a. an Hlegai ccpied-soft use STcocing routine is operated in a step 670x. Adetailed description of this sub-routine 
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will be made with reference to =:g. 75. The operation compnses four blocks: a routine 672 for stopping the operation of 
the soft with the same 10 rturrber. a program movement detecting step 673. a machine ID checking routine 674 and a 
cipher decoder checking step 575, First, a description is made in tern^ of the block 672. A step 672a is executed to 
read out the licence I On of the ZfC^fn previously given from the optical disk, and a step 672b is implemented to check, 

£ from :he network 56^ by the netwcrk section 1 4 in Fig. 69. whether or not the program with the same I On is in operation 
in the HDD cf 'Jie second personal :ompuer 663. tf the program with the same IDn is found in a step 672c. the operational 
flw gees to a step 672d :o display the massage " operation is not aJlowed because the soft with the same ID number 
is in operation* on the display section ^ 5 ard to stop it. On the other hand, if "NO" indicative of no same ID, the operational 
flow advances to a step 673a to -eproduce the arrangement ir^rmation Ac such as the FAT inforn^tion of ttte program 

to in the legal HDD or a legal nwk Mc recorded at a portion other than the program area during the legal install. In a step 
S73b. the arrangement address such as :he FAT of the program in the HDD is measured to obtain Ap or reproduce the 
legal nwk Mp. then followed zy a step 573c to check Ac = Ap or Mc = Mp . If the answer is "NO", since at least it is 
corsidered that the program -s .Txved to another HDD. a step 673d follows to display Ve-insertfon of optical disK If the 
optical disk is not inserted in a steo 673e. the operation stops. On the otfier hand, if inserted, the legal disk checking 

;5 routine desaibed with rsfererfce .=";g. 72 is implemented in order to check whether it is a legal disk. In additfon, in a 
step 373g check is mane as to whether the ID number of the program is coincident with the ID nun^er of the optical 
disk. If OK. the operational ftow goes to a step 674a to reproduce the legal machine ID given to the progranx which is 
checked with the macNna ID cf the personal computer in whk;h the program is stored or the machine ID of the HDD. If 
*r^Mhecontrolentersintoastep674c, i.e.. the machine ID check * draw-tp * recording routine 668 desatoed with 

20 reference to Rg. 73. The machine ID is checked and newiy recorded. If the answer of a step 674d is 'NO", the operation 
stops, ff OK the operational flow goes to a step 675a to check the cipher erKoder. This routine is the same as that of 
Rg. 74. and the desaiptkjn thereof will be omitted. When the answer of the step 674b is "NO", this means that the cpher 
decoder is replaced. Accordingly, a step 675c is executed to display 'no install from legal disk* and the operation stops. 
If the artswer of the step 374b is OK. the operational flow goes to a step 670a and further advances to the next step 

25 571b in Rg. 7i. The program s sarted r a step 671 w. If OK. in response to a file reading instruction in a step 671c. 
the illegal copy use stepping routine is aiso activated in a step 670y If OK. the file is read cut in a step 671 e. Further, 
when a step 671 f decides a prim instruction and a step 671 h decides a file save instnjction, the illegal copy soft use 
stopping routine comes into operation. ?f OK. the priming or fae save operation is put imo practice. Thus, since the soft 
copy is checked at the time cf each instruction, it is possflble to stop the use of the soft illegally copied Into another 

30 personal computer in a network. The combination of the copy preventing method and pirate edtion preventing method 
based on a one direction function in this inventwn provides a high degree of security. 

[Twetfth Embodiment] 

35 The twelfth entxxJiment s -race in ^nnection with an MPEG scramble release key Rg. 77 illustrates an MPEG 

scrnrtie encoder. Tne >MPEG image compressed signal is divided into a variable length sign section 683 of an AC 
componert and a fixed ength sigr section 684 which are respectively equipped with random rtsmber adding sections 
3863 and 586b for scrambling, in ths embodiment, a scramble release signal of a key 687 is enciphered through an 
cipher encoder 689a !n addition, a portion of a compression program of an image compression corrtrd section 689b is 

4c compressed by an cipher encoder 38Sb. For this reason, it becomes difficult that the duplk:ation traders replace the 
c?3her encoders. 

Rg. 78 illustrates an enciphering an^ngemem for a parameter of a compression parameter section 691 . Rg. 79 is 
a Plow chart for a reproducing system. In steps 681 a and 681 b the cipher encoder on the one cfirectiai function and the 
cipher are reproduced from a TOG section of the optical disk, and in a step 681c the cipher is converted into a plain text 

<5 by mearts of a decoder to obtain the physical feature data. In addition, the cfisk physkxii feature is measured. If OK, the 
reproduction starts in a step 681 f. Then, a step 681 g follows to reproduce the cipher of the scramble key and expansion 
key and a step 68^ h further fcalows to ccrrvert the ciphers and the image expansion program into a plain text. If a step 
68li decides that these are right a step 581] is implemented to scramble-release a scramble inriage signal, and a step 
581k is executed to expand a compressed -mage signal. If a step 68lm decides ti^at the expansion isconect. the repro- 

50 duction continues in a step 68 sp 

In tine case of this embocimert ^t is strictly required to prevent the one direction function cipher encoder from beinQ 
replaced. In the Rg. 79 method, since a portion of the image compression program is encrypted by the same cipher 
encoder, the replacement of the cioher encoder is impossible except that the image compression program or compres- 
sion parameter is released, ti^us imcroving the security. 

55 

fThirteenth Embodiment 

The thirteenth emoodimert -e:ates :o a system wherein a plurality of cipher decoders comprising one direction 
funct-oos such as an elltctical furct.cn s stored in a ROM of a drrve and a cpher made by keys of a plurality of cpher 
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encoders is converted into a plain text. This will be descnbed with reference to a flow chart of Fig, 83. In a step 693a all 
or a portion of the data contents are arcpnered by first to mth sub-cipher encoders to produce Csl to Csm, In a step 
693b. cr :n a step 533c in tha case cf .-sccrciing before 70C. the data including this cipher is racorded in a first recording 
area af the origirai record, and in a r.ec 5S3e the disk physical feature information is measure as described before. 

5 Further, in a step 693f the physical 'eature infonration and sub-cipher decode infornnation are transmitted through an 
internet con^munication fine to firs: to :Tth .-rastef encrypting apparatus. In the first master cipher center of the first to nth 
apparatus, the data is. received in a step 5943 and in a step 694b is enciphered in a main encryption routine. This 
operation will be described in detail with reference to Fig. 84. A plain text Mn is irputted in a step 695a and connbined 
(synthesized) with an ID number or the like. In a step 695b, using a one direction function such as the RSA function, it 

rc is enciphered by a secrete key of d - 512 aits, then fioilowed by a step 69Sc to output the nth master cpher Cn. After 
this, the operational flow returns to a step 594c in Fig. 83 to check whether the n+lth, i.e.. secorxJ, master encrypting 
apparatus is in operation or not. ^ 'YES', the operational flow goes to a step 694d to transmit the first master cipher CI 
to a pressing factofy. On the other .^ard. i-f ^NO^ in a step 694e the main encryption routine M1 is enciphered using a 
second cipher encoder 693v the f rst .rastar cipher contef has as a spare, thereby producing a second master qpher 

:5 C2. In a step 694f the secord master cipher C2 is transmitted. In a step 693g the first to nth master dphers are received 
and in a step 693h they are oombinec sp as to draw up an integrated cipher CV A step 693u follows to check whether 
the C1 is recorded in the original record, if 'YES*, in a step 693i the C1 is recorded in a secorxl recording area of the 
original record. On the other hand, if *N0", the operational flow goes to a step 693j to check whether the data contents 
are recorded or not If not recorded, the operatiortaJ flow advances to a step 693k to record them in a ftrst recording area 

20 of the original record for the ^rication of the original record, before a dsk is made and a reflective film is formed thereon. 
A step 693q is impienrTented to check whether or not the Cl is recorded ion the r^lective film. If "YES*, the operational 
flow goes through a step 693r trrto a reflective film C1 recording routina This routine will be described with reference to 
Rg. 85. A step 696b is executed to check whether the physical feature of the reflective film is made or not. If "VES". 
notches (cut portions) are formed at .-arxjom in the reflective film by means of a laser trimmer or the like, and the physical 

>5 feature infor.nation on the notches are measured in a step 696d. If "NO", the operational flow advances to a step 696e 
to check whether or not to use the master cipher encoder If "YES", a step 696f is implemented to transmit the physical 
feature and sub-cipher decode data to perform the first to nth master encryptions in the master encryption center They 
are received in a step ^6h. then followed by a step 696k. On the other hand, if 'NO", the operational flow goes to a 
step 696f to issue the serial nuvnbef lOd at e^ery disk and encipher the IDd and the physical irrfbrmation by using the 

3C mth sub-cipher decoder to make a sub<ipher Cs. Subsequently, in a step 696k the Cs or CRI to CRn are fonned on 
the reflective film in the form of notches. 

Returning back to Fig. 53, a protective layer or magnetic layer is formed in a step 393s and the disk is completed 
in a step 693t In this case, in the .-nastertng apparatus 529, the description of the exter.nal cipher encoder 579 in the 
network (Figs. 1 and 10) is emitted because it has been desatbed with reference to Fig. 29. Since different n c^er 

^5 keys are present on line at different areas -n the 'world, the risk decreases. In addition, the operation does not start except 
that all the n cipher keys are used fcr c:oher coincidence, thus providing a high degree of safety. 

A descrption will be made with reference to Fig. 85 in terms of the cipher decoder in the reproduction of this disk. 
The reproduction of the disk starts in a step 697a. and the integrated cipher CI is reproduced in a step 697b and divided 
into the respective ciphers Cl to Cn 'r a step 697c whk:h in turn, are converted into plain texts by the correspondffig 

*c cipher decoders Dc(n) in the cipher ^n text converting routine of a step 697v. After setting of n a o. n is incremented 
by one in a step 597 before being prevkxisly recorded in the ROM section 699 of the drive of the personal corr^er 
676 in Fig 69. The corresponding decoders are read out from the master cipher decoders 00(1) to OC{n), arxl the 
cipher Cn is converted into a plain text This plain text conversion routine will be described in detail with reference to 
Rg. 87 

<5 In Fig. 37. a step 698a is executed ro input the cipher Cn, then followed by a step 698b to convert it into a plain text 
on the basis of a ore direction function. !n the case of RSA. the corxiition can be satisfied when e is above 3 and n takes 
a disclosed key above 256 bits. Both are disclosed data. Since in the case of RSA difficulty is experienced to obtain the 
encryption functfon on the basis of these decode functions, the secrecy can be n^aintained. In a step 698c the plain text 
data Mn is cutputted. 

50 Returning back to a step 697h in rig. 36. checking is made as to whether the plain text is correct or not. If "VES", 
the operattonal flow goes to a step 697i to check whether n is the last If the answer of the step 6971 is "NO*, the operational 
flow returns to the step 697f, rf *YES*. the operational flow advances to a step 697j to check ^M^ether the plain text data 
coincidence system 'or all the ciphers is *a/<en cr not. if so, a check is nnade as to whether or not all the data M1 to Mn 
are in coincidence. If *NiO'. the operation stops, i-f 'YES", the operational flow goes to a step 697m to output the physical 

55 feature irrfor.matrcn and so on. Furt)er. the rreasured physical feature information data are measured in a step 597n so 
as to oe checked with the outputted physical 'eature infornraticn in a step 697p. If not coincident therewith, the operatton 
stops On the other hand, f "YES', the oceraocn is permitted. Subsequently, in a step 697r the scramble key enciphered 
rn the suo-aphenng device :$ ccrr/ertec! rto a plain text on the basis of the sub-cipher decode information, or the 10 
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number and the sub-cipher of soecrfic data are understood. If the plain text conversion is coaectTy carried out the 
operation runs. If not corr6ct, tfia operation stops. 

In this case, the sub-dcher decoder is converted into a plain text by the rnaster cipher decoder of the ROM of the 
drrve. Accordingly, it is possible to prevent the illegal duplication traders from replacing the suk>-cipher encoder with the 
decoder fcr :he duplication. !n aocition. the pirate edition can not operate except that they have the n master cipher keys 
and all the keys are leakec. The security drastically improves because of the one direction function cipher key duplicated 
A description will be made with reference to Figs. 95 and 96 in terms of the encryption based on an elliptical fimction 
different from the RSA function. Roughly describing big routines, a step 735a is executed to make the first physical 
feature informatioa a step 735f s implemented to make the attestation dpher of the first physical feature information, 
a step 735n is executed to attest the first physical feature information, and a step 735w is implememed to check the 
disk: In the step 735a, the disk physical feature is measure in a step 735b to obtain the first physicai featu-e information 
The first physicai feature infcrmaticn is combined with the ID number and sub-cipher decoder number in a step 735b 
and compressed in a step 735d. The compressed information H is obtained in a step 735e. An attestation number is 
drawn up in a step 735f. First, in a step 735g a secrete key X (X = 128 brts or more) is inputted, and in a step 735h a 
disclosed system parameter G ;s deter.mined at a point on an elliptical cun/e and f(x) is set as a one directwn funct»n 
and k is set to be a secete random nurrter. In this case, a - f (Gk) is obtained and R' - f (R) is then obtained so 
that in a step 735i the attestatiorr ciphers R and S are produced in accordance wrth an equation 
S = (K X R . H) X ■ 1 modQ . In a step 735j the attestation ciphers R, S and the plain text H indudno the first physicai 
feature infonmation are recorded on a disk or ori^naJ record. The disk is put on the market in a step 735k 

On the other hand, in the reprodudng system skle, a step 735m is executed such that the disk is rrxxinted. and in 
a step 73Sp tfte attestation ophers R, S and plain text H are reproduced. Further, in a step q the disclosed parameters 
G. Q are obtained, and in a step 735r a disdosed key Y of more than 128 bits is irputted. and further the decode 
calculation is perfor med. The cateulatiof^ of A - SR - 1 modQ and 8 - HR - 1 modQ are performed under the condi- 
tion of Y = Gx . In a step 735t. the calculation of R =: f (YAGB) is performed so as to check whether or not the right- 
and left-hand sides are coincident with each other, ff 'NQ-. in a step 735u a deciskjn is made such that it is a dupicated 
disk, then followed by a step 735v to stop the operation. ;1 'YES-, since it irriicates that the plain taxt is nore revised 
the operational flow gees to a step 735w in Rg. 96 to expand the plain text H. Subsequently, a step 736b is irrpiemented 
to output the first phystcai feature information. ID number and sUH;ipher decoder number and a step 736c is executed 
to measure the disk physical feature to obtain the second physical feature informatioa In a step 736d. the frst and 
second physical feature infbr.'naticn are checked in the checking section, and in a step 736e a coincidence decision is 
made therebetween. If 'NO-, the operatkjnal flow goes to a step 736f to display "dtplicated disk" and then to a step 
736g to stop the program. On the other hand, if -^ES-. the operational flow advances to a step 736h to execute the 
program or output the reproducec data. In the case of the elliptical function, the olain text of the first physical feature 
.nfornation and attestation ach^ are serrt. whereby it is posstele to reduce the cipher decode time because the data 
arrxDunt of the attestation cioner s small. The disclosed key cioher system is desaibed in detail oy -Elliotic Curve Cryp- 
tosystems'. written by Kcbiiz. N. Mat r. Comp. 48(1987). pp. 203-209. 

[Fourteenth Embodiment] 



A description will 3e .made witfi reference to Figs. 88A. 888 and a flow chart of Ftg. 89 in terms of the fourteenth 
embodiment reiating to a method of recording the cipher information for the pirate edition preventkjn in a secorti recording 
area 708 in which TOC and so on are recorded In the tabricating process of an optk^ai disk ori^nal record. Rg, 88A 
shows a state in which a signal is recorded a first recording area 707 of an original record 700a which is for cWefV 
recording program softs or i mage signals. In the case of the common CO or LO. TOC is provided at an inner circumferential 
portion and the recording starts from the inner circumferential portion. However, in this invention, a recording signal 
outputting section 723 generates a signal in a direction opposite to the time-axis direction unlike the direction of the 
common signal. 

Accordingly, in a step 7n b of the fk:w chart of Rg. 89, the optical head 6 records the signal from an outer circumferential 
ponion and Tacking-comroaed toward an inner circumferential portion so that spirally arranged pits (a first recording Vne 
709) are recorded in the first recorcSng area 707. At this time, in the mastering apparatus, a rotational angle detecting 
section 1 7a of a motor : 7 generates rotational angle data with high accuracy arxl a reconing signal outputting section 
723 outputs data such as addresses. Accordingly. These data are simulation-treated in a physical feature measuring 
section 703. Thus, a CPU 724 car simulate, in units of submicrons, the farmatfon of the pits on the original record. In a 
step 7 1 1 c ail *he physical faatu.-e information on the original record are measured, and in a step 71 id the measurement 
iS made as to how eacf^ pit havirg a ^iveo relation to an address takes an angular position on the original record so as 
to extract the leature seaion wn.cr :s extremely difficult to duplicate. It is also appropriate to take the information merely 
'ndicatfve of the angle zf :he zti n a given address. Moreover, when an area in which the pits of the adjacent tracks 
accidentally assume ?he same p't racie and pit arrangement is found, it is possible that the angular posd'tcn or address 
position, track numter ard inchase on data train are usee as the physical feature information. The physical feature 
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information -as repeated V been described above with reference to Figs. 10, 18. 20. 38 and 43. and the description 
thereof is cxnrtted. 

In a step 7n e. the ID number or sub<ipn8r decode data is combined with the physical feature information and fed 
to a plurality cf encryptior devices (step 594). which data is received by the nth encr/ption device in a step 694i to be 
enciphered in a step 594j. tne resuming cipner being transmitted in a step 694k. This routine is shown in Figs. 83 arxl 
34, and crrvtted- In a subsequent steo 7nf, the ciphers Cl to Cn enciphered by the one direction function cipher encoder 
537 are received, and in a step 71 ig the dphers Cl to Cn are synthesized and further conr43ined -Mth the second 
recording sigrai, the resulting signal beirxj made in a recording signal processing section 723 in Fig. 88A to be subse- 
quent to the first recording signal. The r9cordir>g section 37 records pits at an inner circumferential portion of the originaJ 
record 70Cb. which contains TOO and so on. so as to form a second recording line 710 spirally directing to the inner 
circumfererrtfaJ side. The recording is corrpieted in a step 71 lh. 

It is common that the original record is made from the inner circumferential side to the outer circumferentiaj side, 
i.e. . in the recroducing direction. Contrary to this, in this invention the time*axis directicn of the recording signal is reversed 
so that the recording is niade from the outer circumferential side to the inner circumfererrtial side for the fabrication of 
the original record, and further the pirate edition preventing signal is finally recorded thereon. This method makes it 
possible to term prts successfveiy arranged as one track. This can realize the pirate edition prevention in ccniormity with 
the standard of a CO or the like. 

The reproducing operation will be descrtoed with reference to a block diagram of an information precessing system 
of Rg. 90 arxl a reproduction ftaw chart of Rg. 91. In a step 71 2a. the second recording area 708 indudng the TOC 
area and others is reproduced, as wei as the case of CD. Subsequently, in a step 712b the first to nth ciphers Cl to Cn 
and infornnatkjn such as TOC are reproduced and in a step 7i 2c the ciphers Cl to Cn are converted into plain texts by 
the first to nth cipher decoders S34a. 534b. 534c. which are fixed keys in the ROM 699 of the nnaster cipher decoder 
534. in accordance with the cipher decode routine 696 in Rg. 87. thus obtaining Ml to Mn. In a step 7i2d. Ml to Mn. 
i.e., physical feature irfornrtation. sub-cipher decode information, arxi ID number are ouiputted from a plain-text infbr- 
mation outputting section 71 4. A step 71 2e toilcws to check, in a plain text data checking section 715. whether all or a 
portion cf Mi to Mn are coincident or not, i :he answer of a step 71 2f is OK. the operational flow goes to a step 712g. 
If the answer of the step 7i2f is "NO*, the operational flow goes to a step 713 to execute a stopping routine. In this 
routine, in a step 71 3a the CPU 385 displays 'duplicated disk* on the display section 16. and in steps 713b and 713c. 
a program/reproducing operation stopping section 71 7 stops the program or reproducing operation. 

On the other hand, if "YES", the reproduction starts in a step 7l2g. then foik)wed by a step 712h to obtain the 
address, rotational angle and low-reflection sectkjn of the disk by a physical feature measuring section 703a Further, 
an off-track instruction signal is given to a tracking control section 24 so that a ligN beam travels between the tracks to 
obtain a crosstalk signal, thereby detecting the irphase signal and obtaining a data train. The measured physical feature 
information cf the first recording area 707 cr the second recording area 708 is obtained in this way. This method has 
been described before -vvrth reference Rg. 18 or others, and the description thereof is onitted. In a step 712i, the 
physical feature informatior checi^rg sectk^n 535 checks the measured physical feature information with the physical 
feature inforTation. if a step 7i2j decde "no coincidence", the operational flow goes to a step 713d, i.e.. the foregoing 
stopping routine 713. On the other hand, if 'OK", the operational flow advances to a step 7i2k so that a progranVrepro- 
dudrKi operation allowing section 722 continues the reproduction or allows tiie operation of the program. 

In a step 71 2m, checking is made as to whether or not to use the sub-cipher decoder. If "NO*, the operational ftow 
jumps to a step 71 2r to outpu the data, ff *YES'. steps 71 2n and 7 1 2p are executed to reproduce the encryptksn signal 
in the first recording area to convert it into a plain text. Or the scramble release key added to the variaUe length sign 
section 683. which has been described with reference to Rg. 77. is enciphered through this sub-cipher and the scrarrtsJe 
signal is recon^ed in the optical disk, in addition, in the step 681 h of the reproduction flow chart of Rg, 79. the saamWe 
release key is descrambled by the sub-cipher decoder in Rg. 91 . whereby the user of the legal disk can reproduce the 
complete image. On the other hand, since the illegally duplicated disk can not be descrambled, only the '/ariaWe length 
signal conrponent, i. e.. the poor image not having a high-frequerx:y component is reproducible. Furtiier. in a step 712q, 
the plain text data due to the suD-dpher or thie image signal obtained by descrambling the scrambled image signal is 
outputted and in a step 7i2r the final data is outputted from the outputting section. 

As shown in Rgs. 38A and 888, the time axis (base) of the recording data is reversed so that the recording is made 
from the outer circumfererrtiai sioe to the inner circumferential side for the fabrication of the origiral record, realizing an 
addition type pirate edition preventing disk with one spiral track. Thus, since the added data can be reproduced by the 
ordinary optical head without fts change of the standard, the structure becomes simpltf ied. 

As described above, accordirTg ro this invention, it is possible to realize media having a magnetic recordng section 
on its surface opposite to its coocai recording surface while having the starsdard of CDs and the like, and further to realize 
a recording ar<j reprocucing system -Arhich provides reliability in the home-use environment at a cost reascnable tor the 
home-use. In adciticn. since :he disk ohysicat *G is enciphered by a ore-direction function cipher encoder, it is possible 
to improve the degree of security for Cuo*icaticn prevention. 
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Claims 

1. Art information reproducing system connprising means (17) for fotationally driving a disc-like optical recording 
me<lium (2) wtierein intarrraticn is record ed in the form o* pits, an optical head (6) for reading out the recorded 

5 informarion from said optical ' scolding medium, headsnoving means (23) for makirtg said optical head movable 

radially on said optical recorcing rnedlLim. and signal processing means for processing the information read out 
through said optical head, which system is characterised by including: 

f'rst physical informa:tion detectng means (743. 38. 665) for detecting, on the basis of information read out 
through one of said optical head and a magnetic head, first physical feature information (532) which is ropresentativa 
10 of a physical feature including at least one of a tM^o-dinr^en^onal pit arrangement and a pit corrfrguration on said 
optical recording medium arxj which enciphered and recorded at manufacturing of said optical recording medium; 
decryption means (534) for oeaphering the first physical feature irrformation: 

means (1 7a. 6, 38, 7C3a) for measuring a physical feature of said optical recording medium to detect second 
physical feature infer mation; 

rs check means (535) for checking said second physical feature information with saki first physical feature infor- 

n^tion to make a decision as to whether or not both are in a specific relation to each other: and 

control means (71 7. 665) ^or. when the check means deckles that said second physfoa) feature infbrmatk)n 
is net in the spedfic relation to said first physical feature information, stoppir^ one of an qperatfon of a specific 
program read out from said optical reoorcfing medium, the subsequent reading-out of informatfon from sak! optk:aI 

20 recordng medium, arxS a given process of informatfon. read out from the optical recor dir^ medium, the ^ven process 
being practiced by Scnd signal processing means. 

2. A system as defined in claim i . characterised in that sakl deayption means (534) converts a cipher into a plain 
text including said first physical feature information by using a disdosed key cipher system function (696b, 698b, 

25 735h) for a decryption calcuiaticn (698b, 735s). 

3. A system as defined in claim 2, characterised in that saki second physical feature information detecting means 
detects a coordinate positkin of an optical recording signal on saki optk:al recording medum by using coordinate 
position detecting means (335) tor the detectioo of said second physical feature rrformation. 

30 

4. A system as defined in claim 3, characterised in that said coordinate position detecting means obtains sakl second 
physical feature information by using angular posrtfon detecting means {1 7a) designed to detect an angular position 
of a specf ic .'ecording signal or said recording medium. 

3£ 5- A system as defined .n claim d. characterised in that said coordinate position detecting means has rotation detect- 
ing mearis (1 7) for detecting the .-ctation of a motor to detect an arrangement angle of said recording signal. 

6. A system as defined in ciaim 5. characterised in that said rotation detecting means comprises detecting means 
(t7a) for detecting a rotational pulse signal from sakJ motor. 

40 

7. A system as defined in claim 6. characterised in that said rotation detecting means detects the rotation by using 
time d^/ision means (737) for tnne-divkiing said rotatfonal pulse stgrral from saki motor to generate rotational pUses 
larger in numt)er than the pulses of saki rotational pulse si^^. 

4S 8- A system as defined in claim 5. cnaracterised in that saki rotatfon detecting means detects the rotatton on the 
basis of a rotational pulse signal *rom an FQ (i 7) mounted on sakl motor. 

9. A system as defined in claim 2. characterised in that said second physical feature information detecting means 
detects said second physical feature informatfon t)y using tracking displacement detecting means (554) for detecting 

so a tracking dispfacement. 

10. A system as defined in daim d, characterised in that saki second physical feature information detecting means 
obtains said second physical feature information tjy using angular position detecting means (553) for detecting track 
displacements (554) of two or mere specific recording signals placed on the adjacent tracks and disposed at the 

55 same angle and arrangement angles of said recording signals. 

11 . A system as defined in ciain 3. craracterised in that said tracking displacement detecting means (24a) detects 
a track dispJacemem by using Tac-org amount detecting means (554) for detecting reflected light from an optical 



41 



EP0 706 174 A1 



recordrg layer by a pfurality of iignt-receiving sections (2db. 24c) dh/ided in a trading direction to obtain a tracking 
error signal. 

12. A system as defined in clair: i . characterised in that said second physical feature irrtormalion detecting means 
is ecuipped with pit depth detectng means (555) for detecting a pit depth of a specific recording signal to detect 
said second physical feature infcrmatior. 

13. A system as defined in claim 12. characterised in that said pit depth detecting means (555) detects a shallow 
pit area, in which pits are shallow in depth, by usir^ a muW-levei slicer {555b) having two or more slice levels. 

14. A system a s defined in daim 13, characterised in that said pit depth detecting means (555) detects a secorxl 
pit group {560c) recorded after a 'irst pit group (561a) for a specific recording signal, said first pit group having pits 
with a common depth, and said second pit group having pits which are shallower than pits of said f 'a-st pit grotp. 

1 5. A system as defined in claim ^ 4. characterised in that a frame synchronizing signal (738) is used as said speoftc 
recordrg signal. 

1 6. A system as defined in claim 1 3, characterised in that said pit depth detecting means reproduces a learning pit 
group (560a) of a first pit grotp to detect a first offset vottage (746) with a first slice level before setting said s&ce 
level at said ffr^ offset ^Aritage to reproduce a second pit group (560b). 

17. A system as defined in claim 13, characterised in that said pit depth detecting means (555) obtains said secorxl 
physical feature information by measuring a pit length of a pit group satisfying a first slice level and a pit length of 
a pit group satisfying a second slica level. 

18. A system as defined in claim 13. characterised in that, when a slice level for a small light quantity is set as a 
fffst slice level, said multi-level slicer {555b) receives detection signals of pits satisfying only said first slice level but 
not satisfying a second slice level, and said pit depth detecting means (555) obtains said second physical feature 
information by measurrng the number of said detection signals by means of a counter (555c). 

19. A system as defined in claim 1. characterised in that reproducing means detects, on the basis of an internal 
pressure of pits, a first low-refiecticn section (740) in 'Miich a reflected light quantity is small and a high-reflecticn 
section (741 ) in which a reflectance is higher then that of said first reflection section due to a portion with no pit, 
and In an apparatus for reproducing a first optical recording signal, second low-reflection section detecting means 
(586) detects a secord low-reflection section (584) provided in an opticai recording signal area (742) and having a 
reflectance fewer than that of said first =cw-rsflection section and providing a reflected light quantity smaller than 
that of said first low-reflection section. ar»d said secord physical feature information detecting means obtains said 
second physical feature informaticn on the basis of a detection signal of said second low-reflection section detecting 
means. 

20. A system as defined in daim 1 9. characterised in that said second low-reflection section detecting means detects 
said second low-reflection section by slicing said first optical recording signal at a f vst slice level of a first level sfcer 
(386) of level siicers having two or mora slice levels and by slicing a reproduced signal at a secorrl sSce level of a 
second level slicer (586) which ccnespcnds to a light quantity smaller than a light quantity for said first slice level. 

21. A system as defined in claim 20. characterised by further comprising second low-reflection section position 
detecting means (596) for detecting at least one of a position, circumferential length and circumferential interval of 
said second low-reflection section on the basis of a second low-reflection section detection signal of said second 
low-reflection section detecting means (586) and a first optical reproduced signal detected by reproducing means 
(590). 

22. A system as defined in daim 2i. characterised in that, when a mark signal detecting section (593) detects a 
specrf'c mark signal of said first optical reproduced signal, sakJ second kjw-reflection section positton detectirig 
nr»eans (596) detects one of said pcsrticn, said circumferential length and sakJ drcumferentiai interval of said second 
low-reflection section on the basiS 7f a mark detection signal of said mark signal detecting section. 

23. A system as defined in claim 22. characterised in that said mark signal detecting section (593) detects an address 
stgnat as satd mark signal. 
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24. A system as defined in daim 23, characterised in that said second (ow-reflection section position detectrtg 
means (596) detects one of said posiBon. said ctrcumferentiaMength and said circumferential interval of said second 
few -reflection section cn the oasis cf said address signal and the nurr4)er of reproduction dock signal counted by 
a counter (598). 

25. A system as defined in ciaim 24. characterised in that said second low- reflection section position detectrtg 
means (596) detects said position cf said second low-reflection section on the basis of said address si^ial. the 
number of frame synchronizing signaJs counted by said counter (598) and the nuntjer of said recroduction signals 
counted by said counter (598). 

26. A system as defined in daim 23. characterised in that said second low- reflection section position detecting 
means (596) detects said pcsiticn cf said second low-reflection section on the basis of an address signal of said 
first optical reproduced signal and a frame synchronizing signal 

27. A system as defined in daim 23. characterised in that said second low-reflection section position detectffig 
means (536) detects one of said position, said circumferential length and said circumfer entiai interval of said second 
low-reflection section with the number of reproduced clocks of a synchronizing signal reproducing means (38a) 
which obtained from said first optical reproduced being counted by a counter (598). 

28. A system as defined in daim 27. characterised in that said synchronizing signal reproducing means detects as 
a synchronizing signal a ciock signal from a synchronizing clock reproducing means (38a) of an EFM demodulaftTg 
means (592). 

29. A system as derfined in daim 22, characterised in that said mark signal detecting sectkjn (593) detects, as said 
mark signal, a specific signal a suo-code signal of a CO. 

30. A system as defined in claim 21 . crwacterised in that a time con-sction section (SOT) measures a time interval 
between a reference mark detection si^l detected by a mark signal detecting means (593) and a reference second 
reflective section detectksn signal detected by said second low-reflection sectmo detecting means (586) to obtain a 
reference con-ection time, and further said time correctk5n section (607) corrects a time inten/ai between a specif to 
mark signal detection signal and a secord reflective section detection signal on the basis of said reference correction 
time, before said second Icw-reffecticn section position detecting means (596) detects a position of said second 
reflective section detection signal. 

31 . A system as dsffmeti in daim 1 9, ::haract8rised in that said second low-reflection section detecting means (586) 
detects only said second icw-rsf lection section longer than said first low-reflection section in a tracking direction. 

32. A system as defined n dajm ;9. characterised in that sakl second physical feature information detecting means 
obtains said second physical feature infonnation by detectffig an angular position of said second tow-reflection 
section on said recording o^edium on the basis of a first detectkan signal on sakl second tow-reflectwn sectbn 
detected by sakl second kjw-r eflection sectron detecting means (586) and a second detectkxi signal detected by 
an angle detecting means (355) of rotating means 

33. A system as def 'tned in daim 19. characterised in that sakl second physical feature infdrmatkjn detecting means 
obtains sakl second physical feature information by measuring start and era posittorts of sakl second tow-reflection 
secton on the basis of a second lov-rsflectran section delectwn signal detected by said second low-reflection section 
detecting means (586) and at east one of a frame synchronizing signal and dock signal of a first optical reproduced 
signal detected by an optical reproducing means (590). 

34. A system as defined in daim 1 . characterised in that saki second physical feature information detecting means 
(635) detects sakl second physkal feature information with error signal detecting means (633) being used as physk^ 
feature intormation detecting means to detect the presence or absence of an error signal (632) of a specific recofdfig 
signal in a specific address. 

35. A system as defined in ctaim 34. characterised in that, -when the number (S35b) of said error signals of sakl 
specrf c recording signal indicated in said first physical feature infonmation does not exceed a predetermined value 
(535b}. said check means issues a stop instruction. 
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36. A system as defined in ciaim i , characterised in that said second physical feature infermation detecting means 
uses a speciai sign detecting means (S40) as physical feature information detecting means and detects said secorxJ 
physical feature information by detectirxi that a special sign (639) which is not present in a first legal sign decode 
taWe in sign decode means exists in 3 specific recording signal area. 

37. A system as def'ned in daim 36; characterised in that, when said special sign (639) is not present in said specif tc 
recording signal area indicated by said first physical feature information, said check means (535) outputs a stop 
instruction. 

38. A system as defined in claim 1 , characterised in that said second physical feature irriormation detecting mesffts 
has pit arrangement detecting mearss (747) for detectkig pit arrangements on two or more tracks, adjacent to each 
other, in a specific area indicated by saki first physical feature information of saki recording mediun. 

39. A system as defined in claim 38. characterised in that sakJ pit arrangement detecting means (747) detects an 
area in whk;h pit arrangements on die adjacent two tracks are in phase or in antiphase with each other. 

40. A system as defined in claim 39. characterised in that sakJ pit anrangement detecting means (747) obtains saki 
second physkral feature information by detecting pcsitionai infornr^tion of an inphase pit area in which the recofdffig 
signal pits with the longest pet length are arranged to be in phase with each other. 

41 . A system as def ffied in daim 40. characterised by further comprising inphasa^an^hase signal position detectvig 
means (748) for detecting a posrtwn of an inphase pit area by using address information and a reproduced clock 
signal to obtain a portk)n cf sakt second physical feature information (734). 

42. A system as defined in ctaim 39. characterised by further comprising a specific inphase signal detecting sectkjn 
(749) fer detecting a specific inphase signal {654a) corresponding to a specific pit length on the basis of a detection 
signal of inphasa/antphase signal position detecting means (747). 

43. A system as defined in daim 42. characterised in that said specif k: inphase signal detecting sectten (749) detects 
an inphase signal (654a) cf a frame synchronizing signal as saki specific inphase signal. 

44. A system as defined in ciaim 39. characterised by further comprising inphase/antiphase signal position detecting 
means (747) for detecting inphase signals (654a. 654b) corresponding to inphase pit arrangements on adjacent 
three or mere tracks. 

45. A system as defined in ciaim 44, ::.-viracterised in that sakJ inphase/antiphase signal position detecting means 
(747) detects specific fnphase signals (S54a. 554b) on adjacent three tracks where the longest pits are disposed in 
phase as irpnase signals. 

46. A system as defined in ciaim 45. characterised by further comprising a specifk: inphase signal detecting sectfen 
(749) for detecting an inphase signal (654a) of a f^ame synchronizing signal as sakl spedfte iiphase signal. 

47. A system as defined in daim 39. characterised by further comprising off-tracking means (646) provkJed in a 
tracking means (24) tor tracking between two tracks to reproduce inphase signals or antiphase si^iais of pits of 
said two tracks, and further comprising inphase/antiphase signal detecting means (747) for detecting an inphase 
or antphase area in whk:h pit arrar^ements on saki two tracks are in phase with each other to obtain sakl second 
physk:al feature irrfcrmaton. 

48. A system as def ined in daim 44. characterised by further comprising off-tracking control means (646) responsive 
to an off-tracking arching signal *rom control means (10) to cause a light beam to be switch from a state of travelling 
one track to a state of traveiSrg between two tracks to reproduce inphase signals or antiphase signals of sakJ two 
tracks so that sakl inphase/antiphase signal detecting means (747) detects said inphase signals or antiphase ag- 
nate. 

49. A system as defined in daim as. characterised in that saki off-tracking control means (24a. 546) inverts the 
polarity of a tracking servo of tracking means in accordance with said off-tracking switching signal to make switching 
to an off-trackirg state n whfch said light beam travels between sad two tracks. 
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50. A system as defined in claim 38, characterised in that said pit arrangement detecting means detects an area in 
which pit arrange/nerts on adjacent two tracks are in phase with each other. 

51. A system as defined in cJaim i. characterised by further comprising reproducing mearts for detecting a low- 
5 reflection section (740) producing a small reflected light quantity due to the presence cf pits arxl a high-reflection 

section (741) having a higher reflectance than that of said low-reflection section due to the absence of pits, secorxj 
low-reflection section detecting means (586) for detecting a secorid low-reflection section placed in an optical record- 
ing st^al area (742) and having a lower reflectance than that of said first low-reflection section to produce a second 
rsfiected itght quantity, arxi demodtJating means (621) fcr demodulating a second fow-reflection section detection 
10 signal of said secorxl low-reflection section detecting means into a first digital signal. 

52. A system as defined in claim S^ . characterised in that level slicers having two or more slice levels are used so 
that said first optical recordng signal is sliced with a first slice level in a first level siicer (566) to obtain said frst 
digital signal from a first optical reproduced signal and a reproduced signal is sliced with a second slice level in a 
second level siicer (586). said second slice level corresponding to a light quarrtrty smaller than that for said first slice 
level, whereby said second lew-reflection section detecting means (586) detects said second low-ref!ection section. 

53. A system as defr ed in claim 52. characterised by further comprising at least one of second low-reflection section 
putsd width detecting means (62i e) tor detecting the circumferential length of said second low-reflection sec^ on 

20 the basis of said second lcw-re(lecticn section detection signal due to said second low-reflection section detecting 
means (586) and said frst optk:al reproduced signal due to said reproducing means (590) and second low-reflection 
section interval detecting means (62i b) for detecting a drcumferental inten/al of said seccrxl low-reflection section, 
said demodulating means (62 1 ) demockilattng said first dgHal signal on the basis of a detec^on signal of said second 
low-reflection section interval detecting means. 

54. A system as defred in claim 53. characterised in that, on the basis of the number of reproduction clock signals 
counted by a counter (596c) . said secorxl low-reflection section pulse width detecting means (621 e) detects a pulse 
duration of a detection signal cf said second tow-reffection section and said second low-reflection section puise 
interval detecting means (621 b) detects an interval of said second low-reflection section detection signal. 

30 

55. A system as defined in daim 51 , characterised in that said decryption means (534) obtains said first physical 
feature information oy obtaining a first cipher from said first digital signal and by decrypting said first cipher. 

56. A system as defined in claim 55. characterised in that said decryption nrjeans (534) enaypts said first cpher 
3£ and corverts at least said first physical feature informaticn and an ID number (750) into plain texts. 

57. A system as def red tn claim 55. characterised by further comprising an ID outputting section (750) for obtaining 
and outputting an (0 number, wnich s a plain text, from said first digital signal. 

40 58. A system as defined in daim 55. characterised in that said denvxtUating means (621 ) outputs an 10 number, 
which is a plan text or c^her. on the basis of said first digital signal, and further outputs a first secrete key, mathe- 
nnaticalV independent of said ID number, when a corrmirication is established with a one direction function, and 
ctwacterised by further comprising a calculation section (10) fcr enciphering secrete information with said first 
secrete key and a cfisdcsed key cipher such as an RSA function to transmit said cipher, together with said ID number. 

-AS through a comrmjnication section (664) to an external computer (633). 

59. A system as defined in daim 1. characterised in that said decryption means (534) converts a first cipher, 
encrypted with a disposed key cipher system function, into a plain taxt inching said first physical feature informa- 
tion. 

so 

60, A system as defined in claim 59. characterised in that said decryption means enciphers said first cipher by using 
an integer d & 256 orts as a seaete key and converts sakl first dpher into said plain text by using an integer n & 
256 bits as a decode ksy and disclosed key. 

55 61. A system as claimed in claim SO. characterised in that said decryption means uses an RSA function as said 
disclosed cioher system tunaicn. 

62. A system as clai.ried m dajm 51. characterised in that, when said fTst cipher is taken as C. said plain text is 
taken as M. said ciscicsed key ^s '.aKen to be an integer n c 256 bits and said secrete key is taken to be an integer 
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d above 256 bits . said decrypticxi means obtains said first physical feature information by decoding said plain M in 
accordance with an equation of M = Cemod n as a function of said first cipher C made by encrypting nneans. a 
disclosed integer e above 3 and said disclosed key n in accordance with an equation of C » ^fclmod n . 

63. A system as defined in claim 60. characterised in that said decryption means uses an elliptical function as said 
disclosed key cipher system function. 

64. A system as defined in claim 59. characterised in that said decryption means reproduces a plain text conversion 
function recorded in said recordir^ medium, and comrerts a reproduced cipher into a plain text with said plain text 
conversion function. 

65. A system as defined in claim 59. characterised in that said decryption means obtains said first physical feature 
information by using cipher-plain text conversion means which converts a cipher reproduced from said r9cordir>g 
medium into a plain text by using a cipher decode funcSon stored in a memory section of a non-volatile RAM of 
ROM of said system. 

66. A system as defined in daim 65. characterised in that a plain text conversion function group comprising a plurality 
of plain teoct conversion functiorts is stored in said menrxjry section of said system, a reproduced cipher is converted 
into a ptain text through a plurality of specific functions of said plain text conversion function grot^ to obtain a plurality 
of plain text groups* and a stop instruction is issued except that all of said plain text groups are normatty obtained 

67. A system as defined in claim 32. characterised in that for obtaining said first physk^al feature irrfornrtation. a 
cipher reproduced from said recording medium ts converted into a plain text by means of a plain text corversion 
function stored in a memory section of an irrfbrmaticn processing unit connected to said system. 

68. A system as defined in daim 40, characterised in that said decryption means converts a first cipher into a plain 
text with a dpher decode function stored in an OS. 

69. A system as defined in daim 32, characterised in that an RSA function is used as a one direction functicn. 

70. An infornr^on recording system characterised by comprising: 

encryption means (537) for enciphering, using a one direction function, first physical feature information (532) 
indicative of a physical feature indufing at least one of a two-dimensional pit arrangement and pit cortf iguration on 
a disc-like optical recording medium; and 

recorcirg means (37. 6, 23. 24. 1 7, 26. 1 0) for recorcfing the andphered first physical feature information on 
one of said optical recording rredium and an original record therefor so that the encrypted first physical feature 
information is distinguishable ^tom .-naln information to be recorded on said optical recorcfir^g medium. 

71. An information recording system as defined in daim 70» wherein said encryption means uses a disclosed key 
dpher system fuictkxi as sakl one drection function. 

72. An infbfmatk)n recording system as defoned in daim 71 , wherein an RSA function is used as said disclosed Kay 
dpher system functton. 

73« An information recording system as defined in daim 71. wherein an elliptical curve function is used as said 
disclosed key cipher system function. 

74. A method of manufacturing a dsc-like optical recording medium, which comprises the steps of: 

recognizing first physical feature information (532) representative of a physical feature at least including one 
of a two-dimerrsional pit arrangement and pet configuration on the cfisc-like optical recording medium; 
encrypting said first physical feature information tjy using a one direction function: and 
recordlr^ the encrypted first physical feature infbrmatk)n on one of said optical recording medium and an 
original record therefor so that the encrypted first physical feature information is distingutshabte from main informa* 
tion to be recorded on the optical racortSng medium. 

75. A manufaauring method as defined in daim 74, wherein said encrypting step indudes using a disdosed key 
dpher system function as said or-e direction function. 
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76. A disc-Gke optical r eccyding medium marxrfactured through the steps of recognizing first physical feature infor- 
mation (532) representative cf a physical feature at least including one of a two-dknensionaJ pit arrangement and 
a pit configuration on said disc-fike optical recording medium, encrypting said f a-st physical feature information 
using a one direction function, ard recording the encrypted first physical feature information on one of said optical 

5 recording medium and an ocl^n^ record therefor so that the encrypted first physical feature information is distin- 

guisnatsJe from main information to be recorded on said optical recording medium. 

77. An optical recording medium as defined in claim 76. wherein a disdosed key cipher system function is used as 
said one direction function. 

TO 

78. An optical recording medium as defined in daim 77, wherein an RSA function is used as said disdosed key 
cipher system function. 

78. An optical recording medium as defined in claim 77, wherein an elliptical function function is used as said dis- 
is closed key cipher system function. 

80. An optical recording medium as defined in daim 77, wherein a physical feature including drcumfer ential angular 
posj^on information of pHs on said optcai recordng medium is used as said first pHysk:a] feature informatfon. 

20 81 . An optk:a( recording mediun as defined in daim 77. wherein a physical feature Gndudtng displacement infer ma* 
tfon of a track with phs on said optk:ai recording medium in a tracking cSrection is used as sakt first physical feature 
informatioa 

82. An optical recording medium as defined in daim 77, wherein a physical feature including a displacement of a 
25 depth of a pit on said optical recording medium is used as said first physical feature information. 

83. An optical recording medium as defined in daim 77. wherein as saki first physical feature informatksn there is 
used a physcal feature indudng amangement infornr^'on of a second fow-reftectfon sectxxi placed in a recording 
area havirrg a htgh-r ef lectance section and a low-reflectance sectfon due to the presence of pits, said secorxi tow- 

3o reflection having a reflectance tower than that of saki tow-reflectance sectfon. 

84. An opticai recording medium as defined in daim 77. wherein as said first physical fieatura information there is 
used a physical feature induding arrangement informatfon of an area on sakl optical recording medium in which pit 
anrangements of tracks adjacert to each other are the same. 

J5 

85. An optical recording medium as defined in claim 77, wherein as said first physical feature informatfon there is 
used a physical feature indixiinq arrangement informatipn of a pit group on said optical recording medun by which 
signals including sp^ecific error signals are recorded. 

40 86. An optcai recording medium as defined in daim 77, wherein as said first physical feature informaton there is 
used a physkxJ feature indufirrg anrangement informatk3n of a pit group on said optical recording medum by whi<^ 
signaJs induding modulated signals wrth a spedffc sign are recorded. 

87, A method of preventing an illegal copy of a dsc-fike optk:aJ recording mecfium or of preventing an iOegal install 
4s of infornrtation on the disc-ltke ootScal recorcfing medum, which corrprises the steps of: 

detecting on the basis of information read out from the optical recorcing medium first physical feature infor- 
mation (532) which is repr eserrtative of a physical featir e induding at least one of a two-dimensforal pit arrangemerrt 
and pit configuration on said optcai recording medium and which is encrypted and recorded by usir^ a onedirectfon 
function at manufacturing of said optical recording medium; 
so decrypting sakl first physical feature irrformation; 

measuring a physkial feature of sakl optical recording medum to obtain secorxi physical feature informaticn; 
checking sakl second physical fieatura information with sakJ first physical feature informatfon to make a ded- 
sion as to whether or not both are in a specific relatfon to each other; and 

when the check step deodes tfsat the second physical feature irrformation is not in the specifk: relation to the 
55 first physical feature irrformatfon, stooping the operatfon of a specific program read out from the optical recording 
medium, stopping at least one cf the subsequent reading-out of iniormation from the optical recording nr>edium. and 
a given process of intormation read out from said optical recording medium, the given process being practiced by 
signal processing means. 
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88. A method of preventing an iilegai copy of a dsc-like optical recording medium or of preventing an illegal install 
of irrfof mation on the disc-like opticaJ recording medium, which comprises the steps of: 

detectir^ first physical feature rrrformation (532) from said optical recording medium, said first physical feature 
infer -raticn being irxlicalive oi a physical feature at least including a tvvo-dimensional pit arrangement or a pit con- 
figuration cn the optical recording medium, encrypted using a one direction function and recorded on said optical 
recording medium or an ohgtnai record therefor so as to be distinguishable from main intormation to be recorded 
on said opbcal racordng medium; 

decrypting said first physical feature information; 

measuring a physical feature cf said optica! recording medium to obtain a second physical feature infonrrration; 

checking said secorxl physical feature infbrnrtation with said first physical feature infbrmatk>n to make a deci- 
sion as to whether or rxrt both are in a spedfc relation to each other; arxi 

when the check step decides that said second physical feature information is not in the specific relation to 
said first physical feature irforn-ation . stopping at least one of the operation of a specific program read out from said 
optical recording medium, the subsequent reading-out of irrfofmation from the optical recording medum. and a ^en 
process cf information, read out from t^e optical recording medium, said given process k>eing practiced by signal 
processing means. 

Amended claims 

1. An irrfbrmation reproducing system conrrpnsing means (17) for rotationally driving a disc-*ike optical recording 
medium (2) wherein information is recorded in the form o* pits, an optical head (6) for rBadmg out the recofded 
information from said opticaJ recording medium, head-moving means (23) for making said optical head movabie 
radially on sakJ optk:al recoofing medun, and signal processing means for processing the information read out 
through sakJ optkai head, which system is characterised by including: 

first physical information detecting means (743, 38. 665) for detectrig. on the basis of information read out 
through one of said optical head and a ragnetic head which scans a magnetic recording area or a magnetic record- 
ing medium, first physical feature information (532) whwh is representative of a physical feature includirtg at least 
one of a two-dmensional pit arrangement and a pit configuration on said optical recording medium and which is 
enciphered and optically recorded on said optical recording medium or magnetically recorded on said magnefe: 
recordng area provided at a given area of said optk»l recording mediun or on said magnetw recording medium 
wNch is separate from said optical recording medium, at manufacturing of said optical recording medium; 

decryption means (534) for deciphering the first physical feature information; 

means (1 7a. 5. 38. 7Q3a) for measuring a physical feature of sakt optical recording medium to detect second 
physical feature tnfcrmation; 

check means (535) for checking said second physical feature information with said first physical feature infor- 
mation to make a decision as ^c whether or not both are in a spedfic relation to each other; and 

control means (71 7. 565) tor, wnen the check means decides that sakJ second physical feature information 
is not in the specific relation to said f'rst physical feature information, stopping one of an operation of a specific 
program read out from said optical recording medium, the subsequent reading-out of inforn^n from said op^ 
recording medium. arxJ a given process of information, read out from the optical recording medium, the given process 
being practiced by saki signal processtrtg means. 

2. A system as defined in claim 1 , characterised in that said decryption means (534) converts a cipher into a plain text 
including said first physical feature intormatfon by using a disclosed key cipher system function (695b, 698b. 735h) 
for a decryption calculation {698b. 735$). 

Brief statement of amendmem under article 1 9(1) 

Clai m 1 has ceen amended to make d ear that the recording of f irst physical feature information can be either optfoatty 
performed on an optical recordng medum or magnetically perfonmed on a magnetic recording area provided at a given 
area of the optical recording medium or on a magnetic recording medum which is separate from the optical recofdcrTg 
medium. 
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